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Abstract 

The progress of contemporary technology has rendered information systems essential in our 

everyday existence, underscoring the crucial necessity to safeguard information security and 
privacy. In password authentication, the Electronic Personal Synthesis Behaviour (EPSB) heightens 

the accuracy of authorizing an authenticated user based on three parameters: EPSBERROR, EPSBTime, 

and EPSBStyle. EPSBTime suffers from a lack of indicators associated with the legitimate user; 
containing only six indicators, there arose the need to adopt methods for generating additional 

reliable indicators by analyzing old indicators and generating new indicators related to the legitimate 

user. Therefore, this study aims to test the impact of adopting time series analysis in the EPSB time 
indicator on improving the differentiation of user legitimacy in the case of password-stolen attacks. 

The research methodology, which involves analyzing and evaluating existing authentication 

methods in web-based systems, is a key component of this study. The study is divided into stages, 
with the first phase focusing on enhancing the existing EPSB model, the second phase implementing 

EPSBalgorithmV01, and the final stage ensuring validation. Thus, two preliminary experiments were 

conducted with 22 users from January 13 to February 1, 2024. The final phase involved comparing 
EPSBV01's accuracy in determining unauthorized users before and after using the ARIMA method. 

Thus, the EPSBV01 algorithm successfully identified 17 unauthorized users during a stolen password 

attack simulation, outperforming the normal EPSB by 22.73%. 
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1- Introduction 

Intelligent authentication is one of the modern trends in information technology, providing a higher level of 

authentication than traditional methods like password use [1]. Many researchers have proposed various Intelligent 

authentication methods that rely on building systems capable of learning from user behavior, and the EPSB algorithm is 

one of them [2-4]. The EPSB algorithm works by identifying user behavior based on recording legitimate user data, 

storing it, analyzing it, and deriving indicators associated with the legitimate user in order to distinguish them from an 

unauthorized user in the event of stolen password attack [5]. The Electronic Personal Synthesis Behavior (EPSB) 

heightens the accuracy of authorizing an authenticated user based on three parameters - EPSBERROR, EPSBTime, and 

EPSBStyle [5, 6]. 

The EPSBalgorithm (Electronic Personal Synthesis Behavior) algorithm integrates a duration index from analyzing a 

user's historical data. The EPSBalgorithm is introduced to fortify the authorization layer during password theft by 

scrutinizing the user's historical behavior with the password [5]. In the EPSBalgorithm, analyzing user historical data is 

pivotal via employing the Confidence Range (CR) function, which integrates median, mean, and mode equations to 

define crucial reference points for distinguishing authorized users from unauthorized ones [5, 6]. EPSBTime suffers from 
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a lack of indicators associated with the legitimate user, containing only six indicators. The researcher in this study pointed 

out the need for future development of this indicator to improve its performance during the authorization process. Since 

the acceptance rate when comparing the behavior of the user attempting to log in with the historical data of the legitimate 

user is at least 60%, there arose the need to adopt methods for generating additional reliable indicators related to the 

legitimate user [5]. Many established equations use available data for future prediction, and one of the commonly used 

methods is Time Series Analysis. 

Time series prediction uses models applied to past observation data to predict future values [7]. Regression analysis, 

however practical it is in determining relationships between different time series, isn't usually designated as a form of 

“time series” (i.e., within the exact timetable) analysis [8]. This also suggests predicting future probabilities for any 

variable from historical data. As for processing historical data, Shakir [5] and Shakir et al. [6] proposed that the EPSB 

algorithm can improve user authentication according to specific conditions. EPSB incorporates a duration index based 

on analyzing the user's historical data to improve differentiation between legal and illegal users. Data about how long 

the user typed in their password, what type of method they used to select it (either graphic or random), and standard 

errors are stored by EPSB-algorithm enforced authorization layer against obtaining stolen passwords. In this paper, we 

introduce a time series analysis equation, which enhances the outcomes generated by the previously mentioned functions 

in EPSBTime. This augmentation yields fresh data points that serve as distinctive markers for authorized users. The 

enhancements made to the EPSB algorithm greatly boost its ability to discriminate and improve its security capability. 

We will prioritize comprehending their execution and assessing their efficacy in protecting sensitive data inside modern 

information systems. Therefore, this study aims to test the impact of adopting time series analysis in the EPSB time 

indicator on improving the differentiation of user legitimacy in the case of a password-stolen attack (PSA).In addition, 

time series analysis is still not widely used in information systems, particularly in authorization systems, despite being 

widely used in many different fields. The main objective of this paper is to employ time series analysis to improve the 

precision of differentiating authorized users from unauthorized ones. This study will examine and evaluate the feasibility 

of combining time series analysis with EPSB to enhance the precision of recognizing authorized users in information 

systems when faced with a password-stolen attack (PSA). 

2- Literature Review 

A number of papers and case studies have been published in the field of the authentication of information systems. A 

comprehensive study of single-factor and multi-factor validation systems, and especially the requirements of the human 

user's memory, was performed [9-12]. The effectiveness of graphical passwords was developed in an empirical cycle 

study in the laboratory focusing on usability and security, conducted for a large number of users with a variety of 

websites. Improvements to machine heuristics were described [13, 14]. An automatic method for face recognition was 

presented, using unique features that appear during the presentation of different expressions as the expression-based face 

[15, 16]. 

Passwords have been and still are the most widely used security method in the context of computer systems and 

network applications [17]. This situation has resulted in a great focus on the development and implementation of 

intelligent authentication systems [18]. These systems try to address either the weaknesses of password-based systems 

or offer an alternative security credential that is independent of the password [19]. Intelligent authentication systems are 

complex and involve related issues, such as unimodal, multimodal, and multi-channel design methodologies; the use of 

techniques based on the field of biometrics; and the application of machine learning in developing these systems [20]. 

There are numerous studies that provide different perspectives on the aforementioned research, conceptual frameworks, 

and contributions in the field of biometric authentication [21-23]. These include the construction of a conceptual 

framework to investigate the usability aspects of user authentication and the user-friendly support for the design and 

application of user-centered principles in authentication systems, as well as the background and motivation to explore 

the various methodologies used in the development of intelligent authentication systems [24, 25]. 

Many studies have focused on intelligent authorization in information systems. Chen et al. conducted one of these 

studies in 2021. This research has shown advancements in biometric multi-factor authentication (MFA) systems, which 

combine fingerprint, facial, and iris recognition technologies with other traditional authentication methods. This layered 

approach effectively increases security by adding biometric uniqueness to traditional MFA systems [26]. In addition, 

Kim & Park (2022) suggest authentication methods for behavioral biometrics. Intelligent authentication involves the use 

of behavioral biometrics, such as keystroke dynamics, mouse movements, and touchscreen gestures [27]. These systems 

record and assess distinctive user behavioral patterns in real time, complicating the replication of these patterns by 

attackers. Research indicates that behavioral biometrics might decrease false-positive rates when used with machine 

learning techniques. Context-aware authentication systems assess parameters such as location, time, and device attributes 

to determine the probability of an access request being valid. An authentication attempt from a new geographical 

coordinate or that is made at a time considered incongruous by the system may require further authentications. This 

technique, called context-aware authentication, where AI is applied for contextual analysis, has been shown to lower the 

attempts of unauthorized access [28]. 
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In continuous authentication, which is different from the login authentication, the user’s identity is checked over and 

over again in the activity session; aspects such as typing rhythm, pressure on the screen, and gaze follow [29, 30]. Patel 

et al. [31] proved that extending the rate of standard continuous authentication can minimize session hijacking, especially 

in the highest-risk setting. In a related context, face recognition has improved due to deep learning and may be used as 

a primary or secondary form of biometrics. CNN improves face recognition in different lighting conditions and view 

angles, which are important aspects for successful user identification [32]. However, different strategies, such as the 

utilization of deep neural networks (DNNs) to control background noise, have increased reliability in the application of 

voice recognition systems under adverse situations. Noise robustness facilitates precise voice authentication in difficult 

conditions, including crowded or loud settings [33]. In addition, blockchain technology offers a decentralized 

authentication framework that diminishes reliance on a singular authority and bolsters data security. The blockchain's 

immutability safeguards authentication records against manipulation, providing a secure and verifiable record of access 

occurrences [29]. Studies demonstrate that blockchain is particularly beneficial for systems necessitating transparency 

and robust security [34]. 

2-1- Intelligent Authentication  

Intelligent authentication methods utilize advanced techniques, including biometrics, machine learning, and artificial 

intelligence, to enhance the accuracy and strength of authentication systems [35]. Technological advancements have 

made traditional authentication methods, such as passwords and personal identification numbers (PINs), vulnerable to 

security breaches [36]. Modern solutions for authentication, such as OneSpan and Zighra, rely on detecting unusual 

usage patterns [37]. However, these solutions offer limited opportunities to track behavioral record changes resulting 

from user habit shifts [37]. Consequently, users may be required to update their profiles, which can be inconvenient 

regularly [38]. A practical method to enhance the accuracy of access control systems (ACS) involves contextual 

information analysis through monitoring user interactions with applications and physical activities [39]. These make it 

challenging for intruders to manipulate data extracted from contextual sources, reducing the effectiveness of spoofing 

attempts [40]. Examples of context-based ACS solutions include Secured Touch (acquired by Ping Identity [41]), 

Samsung HYPR [42], NuData Security, and TwoSense.AI [43]. These systems enable continuous tracking of behavior-

related features and contextual information, such as the user's location using banking applications. Despite the precision 

and anti-spoofing strength of the authentication process, there may be better solutions for users with concerns about 

privacy violations, account resource consumption, and high battery usage [44-46]. To avoid these problems, Mahanaad 

proposes the EPSBalgorithm (Electronic Personal Synthesis Behavior) model [6]. This algorithm stores the user's behavior 

when interacting with the password and the password for authentication purposes. This method is cost-effective as it 

does not require any physical additions. It is also easy to implement and requires no training. 

The EPSB algorithm uses three essential factors to increase the accuracy of discriminating between authorized and 

unauthorized users: EPSBStyle, EPSBTime, and EPSBError. These variables take into account user behavior in 

password-choosing style, time required to enter a password, and real user mistakes while inputting a password. The 

results are sent to EPSBDecision to grant or deny system access. The algorithm records the activities of legitimate users 

in these variables and generates a confidence range for the user associated with the password during the legitimate user 

verification process upon system entry. Confidence Range (CR) is defined as a set of points recorded based on actual 

user behavior, such as the user's nature in choosing the password, common mistakes made by the user, and the user's 

speed in typing the password. EPSBTime records and analyzes historical data related to the time it takes for a legitimate 

user to enter a password into the system. It generates confidence ranges for the shortest and most prolonged time they 

need to deal with the password for system access. With reference to a valid password, EPSBalgorithm produces 45 

confidence range points for real users, which are concurrently scrutinized with the username and password by 

EPSBDecision to grant or deny a real user access to the system [5]. However, like many other indicators, EPSBTime 

has less success in experimental tests than other indexes do. This research focuses on the time series analysis in order to 

identify new confidence points that were founded in past and present data so as to compare test results to previous ones. 

Time Series Analysis is a statistical and mathematical approach that examines data gathered over a given time period 

to identify patterns, trends, and probable forecasts [47]. It is critical in predicting future trends and identifying hidden 

elements that influence the dataset. Approaches such as regression, variance analysis, time series transformation, and 

dynamic regression analysis help the study provide a longitudinal view of the flow of events within the data-gathering 

period and the estimation of similar values within the future periods. It is commonly used in fields like economics, 

meteorology, loaning, wellbeing, data sciences, etc. [48]. The advantages of using time series include the identification 

of long-term trends, clarification of temporal correlations, and future trends. This has made a major contribution to the 

anticipation of future economic incidences as well as the identification of variables to the level of economic development. 

When applied in economic studies, time series will produce accurate models for forecasting economic variables. Time-

related variables incorporate Moving Average Model, Dynamic Regression Model, Autoregressive Conditional 

Heteroskedasticity (ARCH), Fourier, Autoregressive Integrated Moving Average (ARIMA) [49-52]. This kind of model 

is preferable for economics, weather forecasting, and financial time series data prediction. This work extended the EPSB 

algorithm to incorporate the ARIMA model within it, incorporating CR outputs as new inputs into the algorithm, and 

was successfully designed to enhance the system performance of detecting unauthorized users in stolen password attacks. 
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2-2- Password Stolen Attacks (PSA) 

One of the most fundamental threats that can befall a user's accounts is the scenario in which an adversary gains direct 
access to a user's login credentials, particularly the password [53]. This can be accomplished through several well-known 
online and offline attacks, including client-side malware, phishing via a spoofed website, and eavesdropping on password 
transmission [54]. The implementation of these attack methods can result in the compromise of a user's account for a 
particular site, as well as any associated personal information. According to Pallivalappil & Jagadeesha [55], Facebook 
experienced an estimated 272 million stolen password attacks in just one month. However, in recent years, various 
defenses against this threat have emerged. This includes the utilization of multi-factor authentication, such as SMS, 
Smartcard, and Biometric, in addition to a password [56]. Nevertheless, there are limitations to these models due to the 
additional hardware required for their implementation, which can become expensive if an entire organization opts to use 
this feature for user authentication. Furthermore, if both the user's authentication factor and password are stolen 
simultaneously, there is no way to prevent an attacker from impersonating the user. In a related context, many researchers 
are advocating for the incorporation of behavior recognition as an authenticating factor alongside the password during 
the authentication process [2]. Consequently, in this study, we have chosen behavior recognition, especially EPSB 
combined with a password, to enhance the accuracy in authenticating an authorized user when facing a stolen password 
attack. I constructed my research assumptions based on a password-stolen attack. In this study, all experimental 
procedures were developed around the assumption that an intruder has obtained an active password and is attempting to 
access the system remotely. 

3- Research Methodology 

In this section, a literature review has been conducted to identify the business intelligence challenges of authenticated 
users. These questions are relevant for both practitioners and the academic world. The question was addressed through 
the collection of multiple studies that examined the issue of using intelligent user verification and supporting intelligence 
from user activity measurements. After the detailed literature review carried out in Section 2, some findings were 
obtained, followed by a broad discussion. At the end of the paper, the final remarks are shared. Section 3 consists of 
three parts: Explain a new EPSBTimev01 structure, Implement the new EPSBTimev01 in EPSBAlgorithmv01, and EPSBTimeV01 
Experimental and Evaluation. 

The research methodology is formulated in accordance with the study objectives. The researcher will gather and 
analyze cutting-edge findings and evaluate the advantages and disadvantages of the existing authentication methods in 
web-based systems. The research project is segmented into multiple stages, as depicted in Figure 1, in order to 
accomplish the stated objectives. Therefore, critiques and flaws of the current methods clearly highlight the problem in 
the initial stage. During the second phase, our objective is to enhance the existing EPSB model and execute the proposed 
solution. 
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The EPSBalgorithmV01 will be implemented on a specific sample of users, comprising 45 persons, for a duration of ten 
days. During this phase, the sample will employ EPSBalgorithmV01. Subsequently, tests will be conducted based on several 
scenarios and hypotheses, assuming the system intruder possesses an effective password. The system's ability to 
differentiate between legitimate and illegitimate users will be evaluated when the unauthorized user has an effective 
password, focusing on both users' speed of password entry. In the last stage, we will examine the final results to ensure 
the validation. This EPSBalgorithmv01 validation method was computed based on a comparison of the ability of the 
EPSBalgorithm and the EPSBalgorithmV01 to distinguish between legitimate and unauthorized users during stolen password 
attacks. 

4- Results and Discussion 

In this section, the researcher will elaborate on the refined components of the EPSB algorithm, which have undergone 
improvements based on Shakir's initial EPSB algorithm model [5]. The primary objective of EPSBalgorithmv01 is to enhance 
accuracy in differentiating between authorized and unauthorized users. This is achieved by utilizing three key variables: 
EPSBStyle, EPSBTime, and EPSBError. These improvements are meant to stop attacks using stolen passwords by adding 
confidence range (CR) outputs as new inputs to the ARIMA time series analysis process. This will create new confidence 
points for the algorithm to consider, allowing for a more precise identification of unauthorized users. Additionally, the 
refined components of the EPSB algorithm also incorporate machine learning techniques to adapt and continuously 
improve its accuracy over time. Combining these advancements, the EPSBalgorithmv01 aims to provide a robust and reliable 
solution for detecting and preventing unauthorized access attempts (real users). It is worth mentioning that the 
EPSBDecision Node has not undergone any updates, as it remains structured in the same format as originally designed 
in the first version of the EPSB. Below are the details of the updates made to the updated EPSBV01. The EPSBTime 

monitors the time it takes the user to enter their password, looking for any unusual patterns or suspicious behavior. For 
this investigation, we exclusively utilized the EPSBTime Node for time series analysis. The rationale for this decision is 
that this node comprises merely six elements, and research has indicated the necessity for enhancement and additional 
inquiry [5]. Thus, it has been improved, and if its effectiveness is confirmed, it could be implemented in the remaining 
components of the algorithm in the future. The utilization of the ARIMA time-series analysis approach was considered 
appropriate for this investigation owing to its capacity to examine data chronologically and discern patterns or trends. 
The researchers wanted to comprehensively analyze and improve the effectiveness of the EPSBTime Node, which has a 
restricted number of points. If the findings are successful, they have the potential to facilitate the implementation of these 
enhancements throughout all components of the EPSB algorithm in future investigations. 

4-1- EPSBTimev1 

This component involves measuring the duration of password input. Its primary function is to generate an EPSBTime 

using the Confidence Range (CR) for each legitimate user. The ARIMA equation has been integrated with the CR to 
create new confidence points based on legitimate user behavior. The CRPd (Confidence Range Password Duration) 
results are obtained by analyzing keystroke speed from password entry until the login key is activated. The Password 
Duration (Pd) element primarily identifies unauthorized users based on the time duration within the CRPd range. Each 
time a legitimate user enters their password into the system, a record of how fast they can type on the keyboard is made. 
If there are fewer than 30 entries, the algorithm estimates a confidence range based on the available figures. However, 
the algorithm chooses only the last 30 valid, legitimate user activities if the count exceeds 30 and then generates a 
confidence score. This confidence score is then compared to the CRPd range, which is a predefined threshold for 
determining whether a user is authorized. The user is considered authorized and granted access if the confidence score 
falls within the CRPd range. Otherwise, they are flagged as unauthorized and denied access to the system. The keystroke 
speed analysis helps identify legitimate users and detect potential security breaches. Moreover, the Confidence Range 
(CR) outputs will be fundamental inputs into the ARIMA time series analysis equation to generate new confidence points 
(APd - ARIMA Password Duration) for legitimate users. These points will be combined with the CR points and the 
effective password. The following algorithm outlines the CRPd and APd for EPSBTime (see Figure 2). Finally, CRPd and 
APd will provide the conclusive outcomes to the decision (D) component for comparison (Table 1). The algorithm and 
flow chart details are provided by Figure 3. 

 

Figure 2. EPSBTimev01 Components 
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Table 1. Electronic Personal Synthesis BehaviorV01 (EPSB)Timev01 

 

 

Figure 3. EPSBTimev01 Flowchart 
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the statistical analysis findings as inputs to the time series analysis layer incorporated in this research to produce the 

outcomes forwarded to the decision component. This enables the comparison of the latest outputs with earlier findings 

in order to ascertain the extent of algorithmic advancement. 

The time series analysis layer of this study is essential for producing results for the decision component. Regularly 

obtaining statistical analysis findings from the previous phase allows for a direct comparison between new outputs and 

prior results, thus assessing the extent of algorithmic progress made. This iterative method guarantees ongoing 

enhancement and fine-tuning of the algorithm, taking into account user behavior and completed actions. 

4-3- The EPSBAlgorithmv01 Implementation Scenarios 

This research delves into the impact of user behavior on system security within the application, particularly when 

utilizing the authentication interface. The study presents a scenario to demonstrate the potential application of the 

EPSBalgorithmv01 in real-world situations. In this scenario, Alice, a regular user, typically employs her laptop to access the 

Fin-Tch application through a web-based system. Her efficient login routine involves directly entering her password, 

which remains consistent daily. However, a security breach unfolds when Alice, momentarily leaving her laptop 

unattended, becomes susceptible to an unauthorized access attempt by Bob. Bob's exploiting a stolen password (a result 

of a stolen password attack) underscores the necessity for heightened security measures within the Fin-Tch application. 

In the aforementioned situations, the nodes are triggered according to the characteristics of the scenario. The 

effectiveness of the Pd Node is active across all contexts, as it is directly correlated with the user's speed in password 

entry, which is a consistent action performed by the user in all scenarios (Table 2). 

Table 2. Actions between Scenarios and EPSB Components Processes 

EPSB Components Processes 

 Password Time (Pd) Password Style (PS) Password Error (Pe) Decision(D) 

Scenarios Active Inactive Inactive Active 

4-4- Implementation of EPSBTimeV01 and EPSBDecision 

The EPSB algorithm is demonstrated through the example of Alice, an employee who uses a password to create a 

connection with a web-based system. To create EPSBTime, careful observation, recording, and analysis of Alice's typical 

behaviors are necessary. If Alice enters her password correctly and without any changes, the Pd component will function, 

while the Pe and PS components will not. The Pd component will generate a new EPSBTimeV01 based on Alice's actions, 

as depicted in Table 3. In the following example, we will demonstrate the functionality of EPSBalgorithmv01 when 

authorized users use passwords in a web-based system. Suppose that, over some time, data about the authentication 

behavior of users of web-based services has been gathered. An electronic print has been created for each user as a 

component called EPSBTimeV01, effectively representing the person's usual behavior. In the given scenario, Alice, an 

employee, usually begins by accessing the web-based system through her user profile page. She uses her password daily. 

Consequently, she effortlessly inputs her password. The EPSBTimeV01 is utilized to observe, document, and analyze the 

time necessary for Alice to input the password. These procedures aim to create the EPSBTimeV01 for Alice, which consists 

of CRPd1, CRPd2, CRPd3, APd1, APd2, and APd3. Yes. The EPSBTimeV01 component is essential for monitoring and 

analyzing Alice's password-typing behavior. The system can generate an accurate EPSBTimeV01 for Alice by measuring 

the time it takes her to type her password. Subsequently, this data can be utilized to augment the security and usability 

of the internet-based platform for Alice and other users. The EPSBTimeV01 component can provide valuable insights into 

her typing speed and patterns by analyzing Alice's password-typing behavior. This information can enhance the overall 

user experience and strengthen the security measures of the internet-based platform for all users. Additionally, the 

EPSBTimeV01 can help identify any potential vulnerabilities or weaknesses in Alice's password input process, allowing 

for proactive measures to mitigate them. 

Table 3. Password Duration (Pd) for Alice 

4.332 4.122 4.126 4.225 4.366 4.256 4.111 3.952 3.995 4.023 

4.211 4.254 4.126 3.952 4.366 4.261 4.265 3.893 3.858 3.998 

4.366 4.352 4.023 4.324 3.896 3.992 3.997 3.899 3.896 4.366 

4-5-  The EPSBTimev01 implementation  

The last 30 login attempts for Alice (considered as one user out of 45 users) to access the online application over 18 

days are provided in Table 4. Alice's duration to enter the correct password for the system and login is recorded. The 

algorithm starts recording the duration taken from the beginning of entering the password until pressing the login icon 

(see Table 3). 



Emerging Science Journal | Vol. 9, No. 1 

Page | 250 

The following table and figure illustrate the successive processes that produced the ultimate CR (confidence range) 

for Alice's endeavors during her engagement with the system. The EPSBalgorithmV01 measures the duration of Alice's 

password entry and incorporates this new data into the existing data already recorded by the EPSBalgorithmV01. This aims 

to establish a new range of confidence linked to Alice's actions when inputting her password into the web-based system. 

This range of confidence helps the system determine the likelihood of unauthorized access. By incorporating the duration 

of Alice's password entry, the algorithm can analyze any variations in her typing speed and patterns, which adds an extra 

layer of security. This approach allows the system to adapt and update the confidence range password duration (CRPdx) 

based on Alice's evolving behavior, making it more accurate in detecting potential unauthorized access attempts (Figure 

4). 

Table 4. Confidence Range (CR) for Alice's 

Attempt Mean Median Mode 
CRPd1 CRPd2 CRPd3 

min max min min max min 

1 4.332 4.332 4.332 4.332 4.332 4.332 4.332 4.332 4.332 

2 4.227 4.227 - 4.227 4.332 4.227 4.332 4.332 4.332 

3 4.1933 4.126 - 4.1933 4.332 4.126 4.332 4.332 4.332 

4 4.20125 4.1755 - 4.1933 4.332 4.126 4.332 4.332 4.332 

5 4.2342 4.225 - 4.1933 4.332 4.126 4.332 4.332 4.332 

6 4.23783 4.2405 - 4.1933 4.332 4.126 4.332 4.332 4.332 

7 4.22114 4.225 - 4.1933 4.332 4.126 4.332 4.332 4.332 

8 4.2075 4.2125 - 4.1933 4.332 4.126 4.332 4.332 4.332 

9 4.18722 4.225 - 4.18722 4.332 4.126 4.332 4.332 4.332 

10 4.2586 4.2255 - 4.18722 4.332 4.126 4.332 4.332 4.332 

11 4.2695 4.225 - 4.18722 4.332 4.126 4.332 4.332 4.332 

12 4.2739 4.24825 - 4.18722 4.332 4.126 4.332 4.332 4.332 

13 4.2703 4.225 4.126 4.18722 4.332 4.126 4.332 4.126 4.332 

14 4.2148 4.20475 4.126, 4.366 4.18722 4.332 4.126 4.332 4.126 4.366 

15 4.2302 4.254 4.126, 4.366 4.18722 4.332 4.126 4.332 4.126 4.366 

16 4.2693 4.252 4.126, 4.366 4.18722 4.332 4.126 4.332 4.126 4.366 

17 4.2634 4.252 4.126, 4.366, 3.952 4.18722 4.332 4.126 4.332 3.952 4.366 

18 4.3091 4.255 4.126, 4.366, 3.952 4.18722 4.332 4.126 4.332 3.952 4.366 

19 4.3521 4.261 4.126, 4.366, 3.952 4.18722 4.3521 4.126 4.332 3.952 4.366 

20 4.3723 4.2405 4.126, 4.366, 3.952 4.18722 4.3723 4.126 4.332 3.952 4.366 

21 4.3726 4.2405 4.126, 4.366, 3.952 4.18722 4.3723 4.126 4.332 3.952 4.366 

22 4.3588 4.2405 4.126, 4.366, 3.952 4.18722 4.3723 4.126 4.332 3.952 4.366 

23 4.013 4.126 4.366 4.013 4.3723 4.126 4.332 3.952 4.366 

24 4.151 4.126 4.366 4.013 4.3723 4.126 4.332 3.952 4.366 

25 4.0554 4.211 4.366 4.013 4.3723 4.126 4.332 3.952 4.366 

26 4.033 4.1685 4.366 4.013 4.3723 4.126 4.332 3.952 4.366 

27 4.017 4.211 4.366 4.013 4.3723 4.126 4.332 3.952 4.366 

28 4.009 4.1685 4.366 4.009 4.3723 4.126 4.332 3.952 4.366 

29 4.003 4.211 4.366 4.003 4.3723 4.126 4.332 3.952 4.366 

30 4.0026 4.1685 4.366 4.0026 4.3723 4.126 4.332 3.952 4.366 
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Figure 4. Confidence Range (CR) for Alice's 

According to the EPSBalgorithmv01, the algorithm generates a Confidence Range (CR) based on the input data from the 

interactions performed by the user with the password, as explained in the Review section. The first range is generated 

by the Confidence Range Password Duration (CRPdx) for Alice based on the Confidence Range Equation, where the 

highest value represents the upper limit of the range, and the lowest value represents the lower limit. The values between 

them represent the green parameters associated with the legitimate user. As shown in Table 5 and Figure 5. 

Table 5. Confidence Range Password Duration (CRPdX) for Alice 

CRPd1 CRPd2 CRPd3 

min max min max min max 

4.0026 4.3723 4.126 4.332 3.952 3.366 

 

Figure 5. CRPdX & APdX for Alice's 

The ARIMA (Auto Regressive Integrated Moving Average) analytical equation was used in this research to generate 
additional confidence points for the legitimate user, as explained in the study's literature background. The input data for 
these extra nodes consists of the past thirty confidence ranges generated from a CRPdX at the preceding level of this 
node. The APdX nodes process the data and produce additional green points (confidence points) linked to Alice's 
behavior while inputting passwords into the Web-based system. Subsequently, these additional data points are employed 
to revise the confidence model pertaining to Alice's conduct, enabling more precise authentication determinations. The 

ARIMA analysis equation incorporates the temporal patterns and trends observed in the previous confidence ranges to 
produce dependable and pertinent confidence scores for the authorized user As shown in Table 6 and Figure 6. 
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Table 6. ARIMA Password Duration (APdX) for Alice 

APd1 APd2 APd3 

min max min max min max 

3.924 4.395 4.126 4.332 3.806 4.546 

 

Figure 6. EPSBTimev01 Normal vs. ARIMA 

4-6- EPSBTimeV01 Experimental and Evaluation 

In this section, we will compare how well the EPSBV01 determined unauthorized users before and after it started 

using the adaptation ARIMA method. In a related context, without adopting ARIMA in EPSBTime in the authentication 

layer, the rate of EPSB algorithm accuracy in determining unauthorized users was 66.66% [5, 57]. Based on the above 

sections, in this study, we adapted ARIMA in EPSBTimev01; thus, we need to examine the accuracy of EPSBV01 in 

determining unauthorized users after it started using the adaptation ARIMA method. The data collection will be held at 

the University of Buraimi (UOB) in Oman, where a sample of 22 users will be engaged. It is argued that the purpose of 

the authentication process is to examine human behavior. The application of behavior recognition techniques will be the 

approach to mitigating a low impact from stolen password attacks. The secondary metrics are designated to check the 

security of data with the most target-oriented protection of the web-based systems from unauthorized accessibility by 

means of passwords. This study lasts for ten days: March 20-30, 2024. The aims of our study are to develop and diagnose 

all unauthorized users and significantly improve the user authentication process through the adoption of ARMIA in 

EPSBTime. 

4.6.1. Experimental Scenario 

To evaluate our new algorithm's accuracy, it will be assessed according to the given scenario: 

 Alice employs a potent password throughout her system usage. During this interval, the system logs Alice's 

password entry time to measure her behavior when accessing the system. The program captures and stores all 

activities associated with each system login. Subsequently, it processes the data about Alice to produce CRPDX 

and APDX using Node EPSBTimev01 for the EPSBalgorithmv01. 

 Bob surveils Alice after acquiring her password via a Stolen Password Attack (SPA). When Alice temporarily 

leaves her unattended laptop, Bob exploits the opportunity to gain unauthorized access to the system by inputting 

the correct password. Notably, Alice did not save the password on her personal laptop. 

 The algorithm compares Bob's password-related behavior to Alice's Inter-Keystroke EPSBTimingV01 Behavior 

derived from previous data. It calculates a similarity score that compares the present user behavior with the 

historical behavior of the authorized user. 

 A user is considered legitimate if the match percentage exceeds 60%. The user is categorized as suspicious once 

the value falls below this level. In such situations, the algorithm initiates security processes by sending a 

verification notification to the user's email address. If the similarity is above 60%, the decision component (D) will 

incorporate the EPSBTime. Alternatively, if the resemblance falls below 60%, it will activate essential security 

measures. This technique is utilized to ascertain the most accurate estimated corrected range for generating the 

EPSBTimev01. 
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4.6.2. Experimental Methodology  

The experimental sample size of users tested with the system was 22 users. The above scenario was applied to all of 

them to compare the results obtained in the current study with the previous study. The purpose of this comparison is to 

determine the impact of adopting the ARIMA equation on the accuracy of identifying unauthorized users in the 

experimental sample according to the following stages (see Figure 7). 

 

Figure 7. Experimental Methodology 

 Stage One: Collecting: 

 The main goal of this stage is to collect login data for authorized users related to the time it takes to enter the 

password. This involves gathering data on the time taken by authorized users to enter the password (from starting to type 

until pressing the login icon). The algorithm records and documents all activities for each login attempt made by the 

authorized user throughout the 18-day experiment. The algorithm generates a confidence range (CR) for the time taken 

and links it as an indicator with the password. 

 For the study, the experimental setting was based on 22 users who had used the EPSBV01 several times or over the 

course of 18 days by using an effective password. EPSBalgorithm the recording and storing of all events and preserved the 

data, which underwent the automatic procedure of authorization. In each case, the algorithm recorded the time given for 

password entering and generated a CR, which added an ARIMA model to analyze the inputs made by the users so as to 

detect parameters related to the user's temporal speed in entering a password. Here, the mean number of login attempts 

for all participants was 151 login locations during 18 days. The lowest number of user login attempts was 130, and the 

highest number of user login attempts was 172. 

 Stage Two: Swapping:  

 Random password swapping in the experimental sample. The main goal of this stage is to take passwords from 

authorized users and give them to another user (simulating a Stolen Password attack). After the algorithm recorded all 

events related to authorized users, EPSBTimev01 was generated and linked with passwords for 18 days. The experiment 

supervisor collected all passwords in the sample of authorized users. At this experiment stage, the supervisor simulates 

a password-stolen attack to test the algorithm's ability to mitigate the effects of this attack. The supervisor gives or 

changes each user's password to another user based on the assumption that the other user obtained the password through 

a password-stolen attack. 

 Stage Three: Sample Testing: 

In this stage, each user in the experimental sample attempts to log into the system using another user's password (like 

an unauthorized user when logging in via an active password). The main goal of this stage is to test the algorithm's ability 



Emerging Science Journal | Vol. 9, No. 1 

Page | 254 

to distinguish unauthorized users based on comparing the password entry time for the unauthorized user with the 

password and confidence Range (CR) for the authorized user, which was determined in the first stage. 

 Stage Four: Comparison: 

The main goal of this stage is to compare the results of the entire experimental sample, which consists of 22 samples, 

and determine the number of samples identified by the EPSBV01 as unauthorized users, comparing it with previous 

studies. 

 Stage Five: Evaluation: 

The main goal of this stage is to evaluate the experiment results and determine whether the EPSBV01 is more or less 

accurate in identifying unauthorized users compared to the previous model (EPSB). 

5- Discussion 

Regarding stage one (Collecting), the authorized user employed the efficient password for 18 days during the test. 

The EPSBalgorithmV01 was implemented to ensure the password's security. The system logged and scrutinized all activities 

associated with the legitimate user's password. At this stage, the algorithm collected data related to the interactions of 

(Alice), who represents the legitimate user, with the password (Figure 8). Thus, the algorithm now possesses the 

necessary data related to Alice to compare it with any login attempts to the system. In 18 days, Alice used the system 

where she logged in by typing her password at least 10 times a day. Each time, she keyed her genuine password in the 

space provided for it on the legitimate web link. The algorithm logged the time period for which Alice took to write the 

password on the interface and press the login button. It then subdivided these into confidence levels generated with 

regards to Alice. In this way, the higher the frequency of using the password input, the better the algorithm understands 

the behavior of Alice, thereby promoting the accuracy of differentiation in Tables 5 and 6. 

 

Figure 8. EPSBV01 Dala Collecting 

To test the method, we move on to the second stage (swapping). The password was deliberately shared with another 

user (Bob); at this stage, the Stolen password Attack is simulated by assuming that an unauthorized user (Bob) has 

obtained the password (provided to him by the experiment administrator). Bob attempts to log into the system using the 

same device Alice uses with the same password. 

In the next stage (Sample Testing), it took Bob 5.62 seconds from the moment he began typing the password in the 

designated field until he pressed the "Log In" icon. Hence, the current user's password duration (Pd) is 5.62 seconds. 

The algorithm records this entry and compares it with the recorded data of the authorized user's password-related 

activities (Stage One). The comparison stage is performed to ascertain the level of consistency between the present input 

and the preceding data. The duration taken by the current user will be compared with the historical data of the legitimate 

user to determine the degree of correlation between the two values. Based on Alice's historical data, the EPSBalgorithmV1 

records that Alice's Confidence Ranges(CR) for password duration(Pd) was (CRpdn) between (CRPd1(min (4.0026) – max 

(4.3723))), (CRPd2 (min (4.126) – max(4.332))), (CRPd3 (min(3.952) – max(4.366))), (CRAPd1 (min(3.924) – max(4.395))), 

CRAPd2 (min(4.126)– max(4.332)), (CRAPd3 (min(3.806) – max(4.546.))) as shown in Figure 6. 

In the evaluation stage, the percentage similarity between the two values (the current value and the historical data) is 

calculated. If the user attains a match of 60% or higher, they are deemed legitimate and authorized to view the data. 

Alternatively, suppose the user fails to meet the system's requirements. In that case, they will be denied access, and an 

email notification will be issued to the authorized user to confirm the entry procedure at the end of the evaluation stage. 

The provided table (see Table 7 and Figure 6) demonstrates the process the EPSBalgorithmV01 uses to authenticate the user 

by looking at the frequency of password entry. In the stolen password attack simulation mentioned above, Bob, 

representing the unauthorized user in our experiment, attempted to log into the system. The EPSBalgorithmV01 recorded his 

login time, which was CRPd = 5.62 seconds as previously stated. Upon comparison with all the indicators, the result did 

not match Alice’s historical behavior. Therefore, the algorithm flagged Bob as a suspicious user. Bob's CRPd was 

significantly higher and outside the trusted range. According to the above EPSBV01 experimental test, they considered 

him an unauthorized user based on EPSBTimev01 results, even though he has an active password. The reason for this is 

that the EPSBalgorithmV01 was able to record and analyze the legitimate user's activity. It generated new trust points 

associated with the password, which will be considered during user authentication. Thus, the EPSBalgorithmV01 was able to 
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mitigate the effects of a stolen password attack, and it denied Bob access to the system. Expanding on the details of the 

EPSBalgorithmV01, it is a robust algorithm that effectively evaluates the similarity percentage between the current value and 

the historical data. This evaluation plays a crucial role in determining the legitimacy of a user. With a required match of 

60% or higher, the EPSBalgorithmV01 ensures that only authorized users are granted access to view the valuable data. In 

cases where a user does not meet the system's requirements, a strict denial of access is implemented. Furthermore, an 

email notification is promptly sent to the authorized user to confirm the entry procedure, ensuring transparency and 

security in the evaluation stage. To provide clarity on the authentication process, the EPSBalgorithmV01 relies on a 

comprehensive table (referenced as Table 7) and a visually detailed Figure 9. These visual representations assist in 

understanding how the algorithm analyzes the frequency of password entry to authenticate users effectively. One notable 

scenario that demonstrates the reliability of the EPSBalgorithmV01 is the stolen password attack simulation. In this 

simulation, an unauthorized user, represented by Bob, attempts to log into the system. 

The EPSBalgorithmV01 diligently records Bob's login time, which is precisely measured as CRPd = 5.62 seconds, as 

mentioned earlier. Performing a meticulous comparison with all the indicators, the algorithm determines that Bob's 

behavior does not align with Alice's historical pattern. This discrepancy raises a red flag, identifying Bob as a suspicious 

user. Notably, Bob's CRPd significantly surpasses the trusted range, emphasizing the deviation from expected behavior. 

Based on the thorough EPSBV01 experimental test conducted, the algorithm classifies Bob as an unauthorized user, 

despite having an active password. This decision is primarily driven by the EPSBTimev01 results, which reflect the 

algorithm's ability to meticulously record and analyze the activities of legitimate users. Furthermore, the 

EPSBalgorithmV01 generates new trust points associated with the password. These trust points play a vital role in future 

user authentication processes, highlighting the algorithm's continuous adaptation and learning capabilities. By leveraging 

the trust points and considering the extensive analysis of the legitimate user's activity, the EPSBalgorithmV01 effectively 

mitigates the disruptive effects of a stolen password attack. With its comprehensive evaluation and robust procedures, 

the algorithm successfully denies Bob access to the system, safeguarding the sensitive data within. 

Table 7. Process of EPSBTimev01 with EPSBD 

Attempt 1 

Scenario 1 
Bob began entering his password actively until he pressed the login button.  The duration required to 

type the password is 5.62 seconds. 

EPSBTimev01 EPSBStylev01 EPSBErrorv01 

Step1 
Data 5.62 Inactive Inactive 

Record 5.62   

Step2 Analysis (current user)   

Step2.1 Password Duration (Pd) 
Min Max 

  
5.62 5.62 

Step3 Generated Pd= 5.62 

Step4 Send Pd to Decision (D) 

EPSBD 

Step1 Input Data Pd 5.62 

Step2 Records Pd in EPSBTime 5.62 

Step3 

Compare 

Current Pd 5.62 

Historical EPSBTimev01 

 Min Max Results 

Step3.1 CRPd1 4.0026 4.3723 Fail 

Step3.2 CRPd2 4.126 4.332 Fail 

Step3.3 CRPd3 3.952 4.366 Fail 

Step 3.4 APd1 3.924 4.395 Fail 

Step 3.5 APd2 4.126 4.332 Fail 

Step 3.6 APd3 3.806 4.546 Fail 

Step3.7 EPSBD 0.0% 

Step4 0.0% <60% 

Step5 Active critical process activities 

Step5.1 Verification Process 

 
a) Lock System 

b) Send a verified email to Alice 
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Figure 9. EPSBV01 Evaluation Results 

The creation of these new data points, associated with the password, improved the function of the system’s 

authentication layer. This enhancement transformed it from a traditional model, which solely relies on password 

matching, into an intelligent layer capable of learning from user behavior during password interactions. Using intelligent 

techniques in the authentication layer improved its accuracy in identifying valid users, therefore lowering the risks 

connected with such assaults, according to the studies of this work, simulating Password Stolen Attacks (PSA). Based 

on the typing and password submission times, the ARIMA algorithm significantly improved the accuracy of identifying 

allowed users. The algorithm attained 17 successful identifications from 22 attempts, an increase from 10 successful 

identifications from 22 attempts before the use of ARIMA. This enhancement highlights the efficacy of intelligent 

methods in optimizing the authorization layer's ability to identify authentic users. These developments facilitate the 

creation of intelligent authentication systems that can learn from user interactions across several facets of the system. 

Furthermore, the intelligent authentication layer can leverage machine learning algorithms to continuously refine its 

understanding of user behavior.  

As more data is collected and analyzed, the system becomes increasingly adept at recognizing patterns and anomalies. 

This adaptability facilitates the system's ability to adapt to new and emerging threats, providing a robust defense against 

evolving cyber-attacks. The remarkable advancements in intelligent authentication not only enhance security but also 

contribute to a more user-friendly experience. With the system's ability to learn and understand user behaviors, the need 

for complex and cumbersome password requirements can be significantly reduced. Instead, the system can intelligently 

adapt to each user's unique characteristics, striking a balance between security and convenience. In conclusion, the 

incorporation of cutting-edge intelligent techniques into the authentication layer revolutionizes the field of authentication 

systems. The remarkable enhancements in accuracy, efficiency, and adaptability ensure robust protection against 

unauthorized access attempts. By analyzing user behavior patterns, continuously monitoring sessions, and leveraging 

machine learning algorithms, the system creates a secure environment that inspires confidence and fosters user 

satisfaction. These advancements herald a new era of authentication systems, where security, usability, and intelligence 

converge to provide a level of protection in the ever-changing digital landscape. 

6- Conclusion 

The algorithm of EPSB uses three key variables—EPSBStyle, EPSBTime, and EPSBError to make it easier to tell the 

difference between authorized and unauthorized users and protect against stolen password attacks [8, 22, 48]. The 

EPSBalgorithm suffers from a limited number of parameters associated with the password input duration indicator 

EPSBTime, which has six parameters [5]. Therefore, this research presents a temporal ARIMA model that improves the 

results produced by the aforementioned functions in EPSBTime. The investigation was conducted in three main phases: 

first, the EPSBalgorithmV01 was employed to authenticate; second, the experimentation was commenced; and last, the 

experimentation results were evaluated. To put a practical use of the developed EPSBalgorithmv01for the purpose of 

authentication, the Python programming language was utilized for the first implementation. Using a similar context, we 

compare the results of the test carried out using the EPSBV01 in detecting unauthorized users before and after the 

adaptation through the ARIMA approach. 
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Based on the above scenario, Bob is an unauthorized user who obtained the password through a password theft attack. 

In the experiment conducted in this study during the fifth stage outlined in the section above, this stage tests the attempt 

of an unauthorized user who has obtained a valid password to access the system. The system will check the password as 

well as the user's behavior with the password by comparing the time Bob took from starting to type the password to 

pressing the enter button with the time taken by the legitimate user during previous logins. The algorithm EPSB without 

ARIMA successfully identified 12 unauthorized users out of 22 in the experiment sample during the password theft 

attack simulation on the system. Thus, we can say that the EPSB without ARIMA was able to identify 54.54% of 

unauthorized users, while it failed to identify 45.45% of them. When conducting the same experiment in the same 

environment with the same sample of 22 users, using the algorithm EPSBV01 with the adoption of ARMA and the 

equation for analyzing the historical data of the authorized user and comparing it with the current user, the algorithm 

was able to identify 17 unauthorized users out of 22 during the Stolen Password Attack (SPA) simulation. 

The sample consisted of a carefully chosen set of individuals, with passwords regularly changed among them to 

mimic a scenario of password theft. Every user tried to log in using a different user's password to evaluate the algorithm's 

capability to differentiate between authorized and unauthorized users. In a related context, based on the above formulas 

and using the ARMA algorithm, the system's performance attained up to 77.27%. This also reveals that the EPSBV01 

increased by 22.73% in preventing unauthorized users from accessing the system in the case of SPA when we compared 

it with normal EPSB (see Figure 10). Therefore, enhancing the EPSBalgorithmv01 by integrating it with the new ARMA and 

analyzing the CR equation eventually contributed to significantly improving the algorithm’s accuracy in detecting 

unauthorized users. However, the algorithm had a high error rate in detecting the five unauthorized users who gained 

access to the system data during the Stolen Password Attack (SPA) simulation. 

In contrast, an information system that does not incorporate the Electronic Personal Synthesis Behavior (EPSB) 

algorithm would allow all 22 users with a valid password to access the data housed within the system. This lack of 

security measures can potentially lead to severe security breaches, jeopardizing the confidentiality and integrity of 

sensitive information. It is absolutely crucial for organizations, regardless of their size or industry, to prioritize the 

implementation of robust security measures, such as the highly effective and reliable EPSB algorithm, in order to 

effectively safeguard their systems and prevent unauthorized access. By continuously evaluating, refining, and 

enhancing the algorithm's capabilities, organizations are able to remain several steps ahead of potential attackers, 

ensuring the utmost security and integrity of their valuable data and critical systems. Implementing the EPSB algorithm 

not only serves as a proactive defense mechanism but also serves as a testament to the organization's unwavering 

commitment to maintaining the highest level of data protection. The EPSB algorithm's ability to efficiently encrypt 

passwords, coupled with its exceptional blocking capabilities, significantly mitigates the risk of unauthorized access and 

potential security breaches. As organizations increasingly harness the power of technology and digital systems, it 

becomes paramount to prioritize and invest in robust security measures, enabling seamless operations while maintaining 

the utmost confidentiality, integrity, and availability of sensitive information. By staying vigilant, proactive, and 

committed to the continuous improvement of security measures, organizations can truly protect their systems against 

potential threats, fortifying their data and maintaining the trust of their stakeholders. 

 

Figure 10. Compare Algorithm (EPSB & EPSBV01) 
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