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Federated learning enables collaborative model training across distributed clients without sharing
raw data, yet it remains susceptible to inference threats such as membership inference attacks. This
study aims to enhance the privacy of federated learning by integrating differential privacy and
systematically evaluating its effects on model utility and adversarial robustness. A synthetic =~ DP-SGD;

mult.ir'nodgl dgtaset was developed by combining dempgraphic attributes from th.e UcCI AQult dataset, Privacy-Utility Trade-Off;
mobility indicators from Google COVID-19 Mobility Reports, and semantic descriptors from
LAION-400M, creating a high-dimensional and bias-reduced benchmark for privacy-preserving
experimentation. Differentially private stochastic gradient descent (DP-SGD) was applied under  Privacy-Preserving Machine Learning.
multiple privacy budgets and ablation settings to isolate the individual contributions of gradient

clipping and noise injection. Experimental results reveal that model accuracy increases with larger

privacy budgets, while membership inference attack accuracy remains close to random guessing, ~ Article History:

confirming strong defense capability. Gradient clipping proved essential for training stability,

Differential Privacy;

Membership Inference Attack;

Gradient Clipping;

whereas excessive noise caused measurable degradation in learning utility. The proposed framework ~ Received: 26 September 2025
esta})lishes reproducible benchmarks for tuping differential privacy paramet;rs in federatgd Revised: 28 February ~ 2026
environments and demonstrates that robust privacy guarantees can be achieved without substantial

loss of performance, providing practical guidance for deploying trustworthy, privacy-preserving  Accepted: 09  March 2026

machine learning systems across domains such as healthcare, finance, and mobility. Published: 01 April 2026

1- Introduction

The exponential growth of data across domains such as healthcare, finance, and mobility has amplified the need for
privacy-preserving machine learning frameworks that can balance utility and confidentiality. Federated learning (FL)
has emerged as a promising paradigm in this regard, enabling multiple clients to collaboratively train a global model
without directly sharing their local data. While this decentralized design mitigates some risks associated with centralized
data storage, it does not eliminate the threat of information leakage. Studies have shown that FL systems remain
vulnerable to privacy attacks—most notably membership inference attacks (MIA)—where adversaries attempt to
determine whether specific data samples were used during model training. Such vulnerabilities raise critical concerns
for the deployment of FL in sensitive environments involving personal, financial, or health-related information.

Differential privacy (DP) has become one of the most reliable mathematical frameworks for mitigating these risks.
By introducing carefully calibrated noise into model updates or by applying gradient clipping, DP limits the contribution
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of any individual data point to the overall learning process, thereby providing quantifiable privacy guarantees. However,
integrating DP into the federated learning pipeline introduces a well-known trade-off between privacy and model utility:
stronger privacy budgets (lower ¢€) increase noise and reduce accuracy, while weaker budgets may compromise data
protection. Understanding and managing this privacy—utility balance is essential for practical adoption but remains an
open research challenge due to the complex interactions between DP mechanisms and federated optimization dynamics.

Several recent studies have attempted to address this trade-off. Pustozerova et al. [1, 2] analyzed the effect of output
perturbation and DP-SGD on accuracy loss, while Liu et al. [3] proposed NeuronDP to enhance protection at the neuron
level for edge-based systems. Chen et al. [4] explored adaptive budget allocation through reinforcement learning, and
Pan et al. [5] introduced an adaptive DP-FL scheme that dynamically calibrates privacy parameters. Personalized and
fair approaches such as PLFa-FL [6] and DPBalance [7] demonstrated that heterogeneous clients require customized
protection strategies. Despite these advances, most prior studies rely on small, homogeneous datasets (e.g., MNIST,
CIFAR-10) that fail to capture real-world heterogeneity. Furthermore, few works have systematically examined the
independent and combined roles of gradient clipping and noise injection, or evaluated their robustness under direct
adversarial testing. Consequently, empirical benchmarks that jointly assess privacy, utility, and adversarial resistance
remain scarce.

To address these limitations, this study develops a novel synthetic multimodal dataset by fusing three open-source
repositories: the UCI Adult dataset (demographic and income data), Google COVID-19 Mobility Reports (mobility
indicators across countries), and LAION-400M image—text descriptors (semantic embeddings). This integration enables
the creation of a high-dimensional, bias-reduced dataset that more closely approximates real-world heterogeneity while
remaining privacy-compliant. Using this dataset, we evaluate differential privacy mechanisms within federated learning
through controlled experimentation under multiple ablation configurations: clipping-only, noise-only, and full DP-SGD.
The framework systematically measures the trade-offs between privacy strength, model accuracy, and adversarial
robustness under varying privacy budgets (& values).

The main contributions of this study are as follows:

1. Synthetic Dataset Development: Creation of a reproducible, multimodal dataset integrating demographic,
mobility, and semantic features for FL.

2. Comprehensive DP Evaluation: Benchmarking of clipping-only, noise-only, and full DP-SGD mechanisms to
assess privacy—utility trade-offs.

3. Adversarial Robustness Validation: Simulation of black-box membership inference attacks to measure privacy
leakage under different budgets.

The outcomes of this study provide practical insights for tuning differential privacy parameters in federated
environments, contributing to the design of robust, privacy-preserving machine learning systems. The remainder of this
paper is organized as follows. Section 2 reviews the related literature on differential privacy and federated learning.
Section 3 describes the proposed methodology, including dataset construction, model architecture, and experimental
setup. Section 4 presents and discusses the empirical results, while Section 5 concludes the study and outlines directions
for future research.

2- Literature Review

Federated Learning (FL) has emerged as a privacy-aware paradigm for collaborative model training, yet its
deployment is hindered by persistent privacy threats. Integrating Differential Privacy (DP) into FL remains a primary
strategy for mitigating inference-based risks. This section reviews existing works along three thematic directions: (i)
Differential Privacy mechanisms in FL, (ii) the privacy—utility trade-off, and (iii) adversarial threats such as membership
inference attacks.

2-1- Differential Privacy in Federated Learning

Early studies integrated classical DP mechanisms into FL to mitigate gradient leakage and related risks. Pustozerova
et al. [1] compared output perturbation and DP-SGD, highlighting differences in privacy leakage and performance, while
Zhao et al. [8] outlined foundational challenges of DP in deep learning. Subsequent work extended these concepts into
specialized contexts. For example, Miao et al. [9] proposed a DP-enhanced defense against backdoor attacks, and Hu et
al. [10] evaluated whether DP sufficiently protects FL from gradient leakage, concluding that protection remains partial.

Recent approaches emphasize more granular protections. Liu et al. [3] developed NeuronDP, applying noise and
clipping at the neuron level for edge-based FL, while Zhou & Kong [11] proposed distributed DP methods to improve
scalability. Xin et al. [12] combined FL with GANSs to generate DP-protected synthetic data, demonstrating secure model
training without raw data exposure. More recent works have applied DP in specific domains such as surveillance [13],
Internet of Health Things [14], and civil aviation safety [15], reflecting the broadening application of DP-FL beyond
traditional benchmarks.
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2-2- Privacy-Utility Trade-Off

Incorporating DP inevitably introduces a trade-off between utility and privacy. Chen et al. [4] leveraged
reinforcement learning for adaptive privacy budget allocation, while Pan et al. [5] proposed AIDPFL, dynamically
calibrating DP parameters based on feedback. Personalized mechanisms such as PLFa-FL [6] and AdapLDP-FL [16]
highlight the importance of tailoring protection to heterogeneous client data.

Fairness has also become a concern. Liu et al. [7] proposed DPBalance, which proportionally allocates budgets across
clients, while Wang et al. [17] addressed multi-party fairness in federated data centers. Analytical studies further
quantified degradation: Pustozerova et al. [2] examined accuracy loss under DP noise, and Zhang et al. [ 18] introduced
correlation-based pruning to mitigate utility decline. Collectively, these studies underscore the need for systematic
benchmarks that jointly evaluate privacy, fairness, and performance.

2-3- Membership Inference and Adversarial Threats

Even with DP, FL systems remain vulnerable to adversarial attacks. Ueda et al. [19] analyzed black-box membership
inference attacks on DP-protected edge devices, showing persistent leakage risks. Domain-specific applications also
report vulnerabilities: Kim & Lee [20] demonstrated accuracy degradation in vehicular networks, while Sun et al. [21]
and Lal & Karthikeyan [22] applied DP-FL to intrusion detection and fetal health prediction, respectively, highlighting
the tension between robustness and utility. Augello et al. [23] explored clustered FL under DP, and Amjath & Henna
[14] applied Rényi DP with the Skellam mechanism for IoHT data. Wu [15] further emphasized user-driven DP in
aviation safety data, while Adiwijaya et al. [13] extended DP-FL to Al-based surveillance. Despite this breadth,
adversarial benchmarking is still underexplored, with many studies omitting systematic membership inference
simulations as a direct privacy measure.

2-4- Research Gaps
Despite notable progress, three key limitations persist in the literature:

1. Dataset Bias: Most evaluations rely on benchmark datasets such as MNIST or CIFAR-10, which do not capture
real-world heterogeneity.

2. Incomplete Benchmarking: Few studies systematically evaluate clipping-only, noise-only, and combined DP-
SGD under a unified framework.

3. Lack of Adversarial Validation: Utility and privacy are often assessed separately, with limited simulation of
membership inference attacks as a direct measure of leakage.

Table 1 provides a comparative overview of representative studies on differential privacy in federated learning. Early
works such as Pustozerova et al. [1, 2] and Zhao et al. [8] established the foundational trade-offs between output
perturbation, DP-SGD, and model utility, but were largely restricted to small benchmark datasets such as MNIST and
CIFAR-10. Subsequent contributions explored domain-specific applications, including medical data [10], vehicular
networks [20], and surveillance [13], demonstrating the breadth of DP-FL but also revealing limitations in scalability
and generalizability. More recent efforts introduced fine-grained mechanisms—such as neuron-level protections in
NeuronDP [3] and pruning-based optimization in Zhang et al. [18]—to mitigate utility loss, while adaptive strategies [4,
6, 16] focused on balancing privacy budgets across heterogeneous clients. Despite these advances, systematic
benchmarking remains scarce: few works jointly evaluate clipping-only, noise-only, and combined DP-SGD
configurations, and adversarial robustness through membership inference simulations is often absent. This reinforces
the need for a unified, reproducible framework such as the one proposed in the present study.

Table 1. Comparative summary of prior Differential Privacy—Federated Learning (DP-FL) studies: datasets, methods,

key findings, and gaps
Study Dataset(s) Method Key Findings Gaps
Pustozerova et al. [1, 2] MNIST, CIFAR-10  Output perturbation, DP-SGD  Quantified privacy—utility loss Limited to small benchmarks
Hu et al. [10] Real-world medical Gradient leakage analysis DP provides partial defense High computational overhead

NeuronDP (neuron-level

Liu et al. [3] Edge devices noise/clipping) Fine-grained protection Not scalable to large FL
Chen et al. [4] Simulated FL RL-based budget allocation Adaptive € improves utility No adversarial evaluation
Zhang et al. [18] CSCWD dataset ~ Correlation-based pruning + DP Utility preserved Limited domain validation
Ueda et al. [19] Edge devices MIA evaluation under DP Persistent leakage risk Lacked systematic DP-SGD ablation
Caietal. [6] and Yue etal. [16]  Heterogeneous FL Personalized DP Fairer protection across clients No MIA testing
Augello et al. [23] and Surveillance Clustered FL + DP Scalability improvements Weak empirical validation

Adiwijaya et al. [13]
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Table 1 summarizes key prior studies on DP—FL, highlighting datasets, methods, and observed gaps. The present
study addresses these gaps by developing a multimodal, bias-reduced dataset, systematically benchmarking multiple DP
strategies, and validating their effectiveness under simulated membership inference conditions.

3- Material and Methods

Let {D} = {(x;,¥;)}{i=1, denote a binary classification dataset, where each x;e{R}? represents a feature vector and

y;€ {0,1} is the corresponding label. The objective is to learn a function fp: {R}* — [0,1] parameterized by 0, such that
fo(x;) approximates P(y; = 1| x;) while ensuring differential privacy (DP).

To address this, the learning is performed under differential privacy constraints, where the training algorithm A is
(e,6) —DP if:
VD , D' differing in one record, VS < Range (A): P[A(D) e S] < e®-P[A(D')eS]+é (1)

A synthetic yet realistic dataset D was constructed by integrating three modalities:
e Demographic features from the UCI Adult Income dataset, denoted as X {4emo}e{R}{nx d1}
e Mobility statistics from Google Mobility Reports for Turkey, India, and the US: X{mebhin g {R}{nxd2}
e Semantic descriptors from LAION-400M image-text embeddings: X {t¢*t} € {R}{n* ds}

The final feature matrix is:

X = [xldemo} x(mob}|yitext}] € (R} X4} whered = d; + d, + ds )

All symbols used in the equations are defined in Table 2 for consistency. In particular, n denotes the number of
samples, d the total feature dimension, x; the input vector, y; the binary class label, 6 the model parameters, 1 the learning
rate, C the clipping threshold, ¢ the Gaussian noise multiplier, and (g, d) represent the differential-privacy parameters.
All remaining symbols follow their standard usage in differential-privacy and deep-learning literature.

Table 2. Summary of Notations and Dataset Components

Symbol Description Dimension Source
n Number of samples - Constructed dataset
d Total feature dimension d=d,+d,+ d; -
X{demo} Demographic features {R}{nxdi} UCI Adult
X{mob} Mobility features e{R}n*d2} Google Mobility Reports
X(text) Semantic features e{R}nxds) LAION-400M
i Binary labels {0,1} Synthetic labeling
0 Model parameters Vector Trainable (weights + biases)
1 Learning Rate Scalar Optimizer parameter
Clipping threshold (maximum gradient norm) Scalar DP-SGD configuration
[ Noise multiplier Scalar Controls privacy level
€ Privacy budget Scalar Measures privacy strength
& Failure probability parameter Small positive value (g, 8)-DP definition
[’} Order of Rényi DP Scalar Used in privacy accounting
fo(x) Output of trained model Scalar Predicted probability
L(xi,yi) Binary cross-entropy loss Scalar Loss function
A Learning algorithm - DP-SGD under Opacus
m Membership indicator (0 = non-member, 1 = member) Binary Used in MIA evaluation

These matrices form the composite feature set X€{R}™*?where d is the sum of the individual feature dimensions.
The table also clarifies notation for binary class labels (y; €{0,1}) and sample size (n), ensuring consistent terminology
across subsequent equations and analyses.

To ensure that the constructed synthetic dataset faithfully represents the statistical structure of the original data
sources, a validation analysis was performed comparing feature distributions across the demographic (UCI Adult),
mobility (Google Mobility Reports), and semantic (LAION-400M) components. For each modality, representative
variables were analyzed for similarity in mean, variance, and distributional shape between the real and synthetic samples.
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Two complementary validation metrics were used:

1. Descriptive Similarity — Mean (p), standard deviation (o), and skewness (y) were computed for each numeric
feature to assess preservation of central tendency and dispersion.

2. Distributional Similarity — The Kolmogorov—Smirnov (KS) statistic was calculated to quantify the maximum
difference between the cumulative distribution functions (CDFs) of the real and synthetic distributions. KS <
0.10 was interpreted as no statistically significant difference at the 5 % level.

Table 3. Statistical validation of synthetic vs. real data distributions

Feature Type Example Feature p (Real) p(Synthetic) o (Real) o (Synthetic) KS Statistic Similarity

Demographic Age 38.7 39.1 12.3 12.6 0.04 High

Demographic Education-Years 10.3 10.5 2.6 2.8 0.06 High
Mobility ‘Workplace Mobility (%) -22.1 -23.0 17.5 18.2 0.05 High
Mobility Retail Mobility (%) -89 -9.4 15.6 159 0.07 High
Semantic CLIP Embedding Dim 1 0.03 0.02 0.98 0.99 0.03 High
Semantic CLIP Embedding Dim 2 —0.04 —0.06 1.02 1.01 0.04 High

The results given in Table 3 show strong consistency between the real and synthetic feature distributions. All
examined attributes preserved their original statistical characteristics, with KS values below 0.10 indicating no
significant divergence. Demographic and mobility variables maintained realistic scaling and variance, while semantic
embeddings from LAION-400M retained their Gaussian-like structure after normalization. These findings confirm that
the generated dataset provides a realistic and bias-reduced benchmark for privacy-preserving machine-learning
experiments.

All numeric features were normalized using z-score normalization, while categorical features were encoded via one-
hot encoding. Stratified sampling ensured class balance across privacy-sensitive and non-sensitive samples.

A single-layer feedforward neural network (MLP) was defined as:
fo(x)=a(w, - (W, x + by)+bs 3)
Where:
x € {R}% is the input
W, € {R}32x4 b, € {R}3% are first-layer weights and biases;
W, € {R}1*32} b, € {R} are second-layer weights and biases;

@ (-) is the ReLu activation function: @ (z)= max (0,z);

o(+) is the sigmoid activation: o(z) = v

The model was trained using Binary Cross Entropy Loss:
1
W) = = () Senyilog(fowp) + A = ¥ l0g(1 ~ fowy)] @)

To enforce DP, the Differentially Private Stochastic Gradient Descent (DP-SGD) algorithm was adopted via the
Opacus library. The update at iteration t with mini-batch B, follows:

6y = 0 — 1 ( (=) Zateny clip(VoLy, €) + N (0,02C2D)) 5)

where, 1 is the learning rate; £; is the loss for sample i; C is the clipping threshold (gradient norm bound); N (0, ¢, C2I)
is isotropic Gaussian noise; ¢ is the noise multiplier (calibrated to achieve target €).

1
Bt

Three ablation conditions were tested:
1. Clipping Only: 6 =0
2. Noise Only: C -
3. Clipping + Noise (Full DP): both finite C and ¢ > 0

Privacy accounting was done using Rényi Differential Privacy (RDP) analysis and converted to (g, 8) -DP using
standard composition.
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To enhance interpretability, a simple numerical example is provided to illustrate the conversion process from Rényi
Differential Privacy (RDP) to (g, §)-DP.

Let the subsampled Gaussian mechanism used by DP-SGD have sampling rate q=0.01 (1% of data per step), noise
multiplier 0=1.2, and total steps T=1000. For an RDP order of a=10, the per-step RDP is approximated as:

_(a-q%)
E(RDP,per—step}(a) ~ (2-02)

Composing over all steps gives:
e{RDP}(a) = T-(a-q°)/(2-07)
1000 - (10-(0.01)?) / (2-(1.2)®

0.347

Q

For a target failure probability of §=107° the equivalent (g, §)-DP guarantee is:
€(d) =¢_{RDP}(a) + [log(1/8)] / (. — 1)

=0.347+11.513/9

~ 1.63

Thus, this configuration yields an approximate privacy budget of (g, 8) = (1.63,1075). In practice, ¢ is computed
across multiple a values, and the minimum is selected using the RDP accountant implemented in Opacus. This example
provides an intuitive understanding of how noise level, sampling rate, and number of steps interact to determine the final
privacy guarantee.

To evaluate empirical privacy leakage, a black-box MIA was implemented. Given a sample x, the attack model A
estimates the posterior probability of membership me {0,1} based on fs(x). The attack decision function is:

_(Liffe(x) >t
A(x) = {0, otherwise

(6)

where, T is the threshold determined by maximizing attack accuracy on a shadow dataset. Attack effectiveness is
measured as:

TP+TN

Attack Accuracy = TPTFPTTNIFN

()

where, TP, FP, TN, and FN represent the counts of true/false positives/negatives across known member and non-member
samples.

Dataset LEepocessing Model Training ?le;egznél)al Saacy Privacy Accounting Evaluation
Construction it i ioDi :
| (Normz:xllzatlon, (MLP + BCE [ Gradle.nt CllQplng | | (Rényi DP - (z, - (Membership
Encoding, L Gaussian Noise 5)-DP) Inference Attack,
&J:blilli\t(:(u“, Google Stratified 0ss) Ablation: Clipping Only Attack
{ Samplin Noise Only, Clipping +
LAION-400M) pling) No;se y, Clipping Accuracy)

Figure 1. Framework of the proposed privacy-preserving FL with Differential Privacy and Membership Inference Attack evaluation

An overview of the multimodal dataset construction and preprocessing workflow is shown in Figure 1, illustrating
the integration of demographic, mobility, and semantic feature sources. The process begins with dataset construction
through the fusion of demographic, mobility, and semantic features, followed by preprocessing steps such as
normalization, encoding, and stratified sampling. A feedforward neural network is then trained under differentially
private constraints using the DP-SGD algorithm, which applies gradient clipping and Gaussian noise to ensure formal
privacy guarantees. Three ablation configurations—clipping only, noise only, and full DP-SGD—are evaluated to isolate
the contributions of individual components. Privacy accounting is performed using Rényi Differential Privacy,
subsequently converted to (g, 6)-DP. Finally, the trained models are subjected to black-box membership inference
attacks, and their robustness is assessed through attack accuracy metrics. This end-to-end pipeline provides a systematic
evaluation of the privacy—utility trade-offs in federated learning under differential privacy.
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Input:
DatasetD. 1. B.C. 0. T

‘ Sample mini-batch Bt C D ‘

/

Compute per-sample gradients g_i

Output: DP model parameters @

. Clip gradients:
gi-—gi/max(1, |lg_il/C)

Compute average gradient:
g =(1/]Bt) T g_i

"‘HHRMHEEHHHL

Add Gaussian noise if o = 0:
§ — @+ N(0, 02C)

Update parameters:
8-6-ng

Figure 2. Flowchart of the DP-SGD algorithm with ablation settings for privacy-preserving training

The iterative process of Differentially Private Stochastic Gradient Descent (DP-SGD), including gradient clipping
and noise injection steps, is illustrated in Figure 2 for visual clarity. The process begins by initializing the dataset and
training parameters, after which mini-batches are sampled iteratively across training rounds. For each batch, per-sample
gradients are computed and clipped to a fixed norm bound. The clipped gradients are then averaged, and Gaussian noise
is optionally added depending on the ablation setting: Clipping Only (6=0), Noise Only (C—0), or Clipping + Noise
(0>0, C<o0). The noisy, averaged gradient is used to update model parameters. This loop continues until convergence,
at which point the algorithm outputs a differentially private model. The flowchart highlights how gradient clipping and
noise injection interact within the iterative process to ensure formal privacy guarantees while balancing model utility.

Algorithm 1: Differentially Private Stochastic Gradient Descent (DP-5SGD) with Ablation Settings

Input: Dataset D={(x_1, y_1)} {1=1}*n, learning rate n, batch size B,
clipping threshold €, noise multiplier o, total iteratiens T

for t=1to T do
1. Sample mini-batch Bt ¢ D of size B
2. For each (x_1, y 1) € Bt:
Compute gradient g 1 = ?3 L(fB(x_1), y 1)
tlip gradient: g 1 « g 1 / maxfl, 1Tg_ 1| /c)
3. Compute auera ed gradient:
g = ﬂstl) g1
4. Add Gau551an noise (1f ¢ = @):
g-g+nNl(e, o2CI)
5. Update parameters:
B<B-n-3
end for

Output: Differentially private model parameters 8

Figure 3. Pseudocode of the DP-SGD algorithm with ablation settings for privacy-preserving model training

The pseudocode implementation and corresponding training workflow of the DP-SGD algorithm are presented in
Figure 3. At each iteration, a mini-batch of training samples is drawn, and per-sample gradients are computed. These
gradients are clipped to a predefined threshold to bound sensitivity, and their average is perturbed by Gaussian noise
when 6>0. The noisy gradient is then used to update the model parameters. The pseudocode highlights the three ablation
modes evaluated in this study: Clipping Only (6=0), Noise Only (C—), and Clipping + Noise (both clipping and noise
applied). By outlining the core steps of DP-SGD, this figure provides a structured overview of the training procedure
adopted to enforce (g, 8)-Differential Privacy in the proposed experiments. The three ablation configurations evaluated
in this study—Clipping Only, Noise Only, and Full DP-SGD—are summarized in Table 4.
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Table 4. Ablation configurations for DP-SGD training

. Clipping Noise Multiplier s
Configuration Threshold CC o\sigma Description
Clipping Only Finite (C>0) 6=0\sigma =0 Gradients are clipped to a fixed norm bound without noise injection.
Noise Only C—o0 o>0\sigma > 0 Gradients are unbounded, but Gaussian noise is added to ensure privacy.

Both gradient clipping and Gaussian noise injection are applied

Clipping + Noise (Full DP-SGD) Finite (C>0) 0>0\sigma > 0 simultaneously, ensuring formal DP guarantees.

The Clipping Only setting applies gradient norm bounding without noise injection, isolating the effect of clipping on
model stability. The Noise Only configuration introduces Gaussian noise while removing clipping constraints, thereby
testing privacy enforcement through randomization alone. The Clipping + Noise setting implements full DP-SGD by
combining both mechanisms, providing the strongest formal privacy guarantees. These configurations enable systematic
analysis of how individual DP components contribute to the privacy—utility trade-off in federated learning.

The proposed methodology integrates a multimodal synthetic dataset, a baseline neural network model, and
differentially private training through DP-SGD to systematically examine the privacy—utility trade-off in federated
learning. The inclusion of ablation settings (clipping only, noise only, and full DP-SGD) enables disentangling the
effects of individual DP components, while privacy accounting via Rényi DP provides formal guarantees. Finally,
robustness is assessed under black-box membership inference attacks, ensuring that privacy leakage is measured
empirically in addition to theoretical analysis. Together, these methodological components establish a comprehensive
experimental framework for evaluating differential privacy in practical federated learning deployments.

4- Results and Discussion

This section analyses the empirical findings from differential privacy-preserving federated learning experiments.
Results are presented across three dimensions: (i) the effect of privacy budget (¢) on model accuracy, (ii) ablation study
of DP-SGD components, and (iii) robustness against membership inference attacks (MIA). Together, these outcomes
provide benchmarks for evaluating the trade-offs between privacy, utility, and adversarial resilience in DP-FL systems.

4-1- Accuracy vs. Privacy Budget (¢)

Models were trained under privacy budgets ranging from & = 1 to € = 8, each averaged over N = 5 independent runs
with fixed random seeds to ensure reproducibility. Figure 4 shows that test accuracy improves from 0.689 at € =1 to
0.754 at ¢ = 8, confirming the inverse relationship between privacy strength and learning utility. Performance gains
begin to plateau beyond & = 6, suggesting diminishing returns from further relaxation of privacy guarantees. These
results are consistent with theoretical expectations and prior analyses [1, 8], reinforcing that moderate budgets (€ = 4-6)
offer a practical balance between privacy and accuracy.

To assess robustness and stability, model performance was re-evaluated across five runs per privacy setting, reporting
mean =+ standard deviation and testing for statistical significance. As summarized in Table 5, average accuracy rose from
72.4 £ 1.6 % at e =2 to 81.3 + 1.1 % at € = 8, while the variance remained below 2 %. A one-way ANOVA was
conducted to compare € = 4, 6, and 8. ANOVA results were shown in Table 6. The difference between € =4 and 6 was
not statistically significant (p = 0.18), whereas the gap between € = 4 and 8 reached marginal significance (p = 0.04).
These findings confirm that improvements taper off beyond € = 6 and that training remains stable under DP noise
injection.

Table 5. Mean + SD performance metrics (5 runs per configuration)

€ Accuracy (%) Precision (%) Recall (%) F1-score (%)
2 724+ 1.6 702+2.1 74.8+1.9 724 +1.8
4 789+1.3 77.5+1.4 80.0+1.2 78.7+1.2
6 80.6+ 1.0 792+ 1.1 81.9+1.0 80.5+1.1
8 81.3+1.1 80.3+1.0 82.1+1.1 81.0+1.0

Table 6. ANOVA results across € values (5 runs each)

Comparison F-value p-value Significance
£e=4vs6 1.79 0.18 ns
e=4vs8 3.94 0.04 *
e=6vs8 0.86 0.39 ns

(ns = not significant; * = p < 0.05)
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These quantitative outcomes confirm that while higher € values marginally enhance utility, the effect is statistically
limited beyond € = 6. The stability of the variance across runs (< 2 %) demonstrates consistent convergence despite
stochastic noise. This observation supports the practical recommendation that privacy budgets around &€ = 4—6 achieve
the optimal balance between utility and privacy for DP-FL deployments.
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Figure 4. Accuracy vs. Privacy Budget (g)

To evaluate the privacy-utility trade-off, models were trained under varying privacy budgets ranging from € =1 to
€ = 8. As shown in Figure 4, test accuracy exhibits a positive correlation with ¢, increasing from 0.689 at ¢ = 1 to 0.754
at ¢ = 8. The injected noise diminishes with increasing €, causing the model to behave more like non-private stochastic

gradient descent (SGD).

4-2- Ablation Study of DP-SGD Components

To isolate the role of individual components, three ablation settings were evaluated:

¢ Clipping Only (¢ = 0)
e Noise Only (C — «)

¢ Clipping + Noise (Full DP-SGD)

As shown in Figure 5, Clipping Only achieved the lowest average loss (0.2767), outperforming both Clipping +
Noise (0.3767) and Noise Only (0.4188). These highlights clipping as a critical stabilizer: bounding gradient magnitudes
ensures convergence and prevents divergence under noisy updates.

Ablation Study: Effect of Clipping and Noise
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Figure 5. Ablation Study on DP-SGD Components
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These findings align with Pustozerova et al. [2], who attributed much of the utility degradation to unbounded
gradients, and Liu et al. [3], who demonstrated that fine-grained clipping improves resilience in edge environments.
Importantly, this study extends prior work by systematically benchmarking clipping-only versus noise-only conditions,
revealing that noise injection alone is insufficient for stable training.

4-3- Robustness Against Membership Inference Attacks

Black-box MIA simulations were conducted for each ¢ value. As illustrated in Figure 6, attack accuracy remained
close to random guessing (0.5), with a slight decline from 0.507 (¢ = 1) to 0.482 (¢ = 8). Variations were statistically
insignificant across five runs, confirming that DP mechanisms effectively limit adversarial advantage.
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~ 0.495 -
[
£
<L
< 0.490
=
0.485
T T T T T T T T
1 2 3 4 5 6 7 8
Privacy Budget (g)

Figure 6. Membership Inference Attack Accuracy vs. Privacy Budget (g)
These findings echo Ueda et al. [19] and Hu et al. [10], who also reported low attack success under DP-protected
FL. Compared to adaptive budget methods such as AIDPFL [5] and PLFa-FL [6], our results suggest that robustness to

MIA does not substantially degrade even when privacy budgets are moderately relaxed.

4-4- Robustness Against Membership Inference Attacks

Table 7 summarizes the key empirical outcomes across accuracy, ablation, and MIA robustness.

Table 7. Key Empirical Insights

Aspect Key Finding

Accuracy vs € Higher € improves accuracy; lower € enhances privacy at the cost of utility.
Clipping vs Noise  Clipping aids convergence; noise-only setups degrade model performance.

MIA vs ¢ MIA accuracy remains close to random across ¢ values, indicating strong defence.

The results highlight several practical recommendations:

e Privacy Parameter Tuning: A privacy budget around e=4-6 may offer a balanced trade-off between utility and
protection, particularly for real-world health or finance datasets.

e Clipping as a Stability Mechanism: Gradient clipping is essential for convergence stability and should not be
disabled, even in high-privacy settings.

e Robustness to MIA: Differential privacy mechanisms appear robust against MIA, even under small ¢ values,
supporting their adoption in sensitive applications.

4-5- Comparative Discussion

The empirical outcomes of this study are broadly consistent with and extend prior investigations into differentially
private federated learning (DP-FL). As shown in Table 4 and Figure 4, model accuracy improves steadily with increasing
€ until a plateau near € = 6, aligning with trends reported by Pustozerova et al. [2] and Pan et al. [5], who observed
similar saturation effects in centralized and adaptive DP-SGD settings. Unlike those studies, which relied on
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homogeneous datasets such as MNIST or CIFAR-10, the present work confirms that this relationship also holds for a
multimodal synthetic dataset integrating demographic, mobility, and semantic features. This finding reinforces the
generalizability of the privacy—utility trade-off beyond conventional benchmarks.

Compared with NeuronDP [3] and PLFa-FL [6], which emphasize neuron-level or personalized protection strategies,
the proposed framework achieves comparable accuracy (= 80 %) while preserving strong membership-inference
resistance (attack accuracy = 0.5). This demonstrates that robust privacy guarantees can be obtained without complex
personalization layers or reinforcement-based budget tuning. Moreover, the ablation results highlight that gradient
clipping alone—a comparatively simple mechanism—contributes more to stability and accuracy than previously
recognized, supporting theoretical analyses by Liu et al. [3] and empirical findings by Ueda et al. [19].

Adaptive privacy mechanisms such as AIDPFL [5] and AdapLDP-FL [16] dynamically adjust € to maintain fairness
or client heterogeneity. However, the present results indicate that static budgets in the moderate range (¢ = 4—6) already
achieve an effective privacy—utility equilibrium, reducing implementation complexity. The low variance observed across
runs (< 2 %) and the negligible rise in MIA success at high € values further corroborate the robustness of DP-SGD
against adversarial exploitation, extending insights from Hu et al. [10], who evaluated similar attacks under static DP
constraints.

Overall, these comparative findings establish the proposed method as a balanced, reproducible, and computationally
efficient baseline for privacy-preserving federated learning. It bridges the gap between theoretical DP guarantees and
practical deployment by demonstrating that stable performance and strong defense can be maintained without resorting
to overly intricate adaptive or personalized mechanisms. This evidence provides actionable guidance for practitioners
deploying DP-FL in sensitive domains such as healthcare, finance, and mobility analytics.

5- Conclusion

This study systematically evaluated the trade-offs between privacy, utility, and adversarial robustness in federated
learning using differential privacy mechanisms. By constructing a multimodal synthetic dataset that integrates
demographic, mobility, and semantic features, the experiments provided a reproducible benchmark for privacy-
preserving machine learning. The results demonstrated that model accuracy consistently improves as the privacy budget
(e) increases, but gains plateau beyond € = 6, highlighting a region of diminishing returns. Variance and statistical
analyses confirmed that training stability remains high across runs, with fluctuations under 2%, even in the presence of
stochastic noise. Ablation results showed that gradient clipping is indispensable for convergence, whereas noise-only
configurations significantly degrade performance. The combination of clipping and calibrated Gaussian noise (full DP-
SGD) achieved a stable balance between privacy protection and model accuracy.

The findings further revealed that membership inference attack (MIA) accuracy remained near random guessing
across all privacy budgets, confirming that the implemented DP mechanisms effectively mitigate inference risks.
Comparative analysis with previous studies underscored the method’s generalizability beyond homogeneous datasets
and its competitiveness against more complex adaptive or personalized DP approaches. Collectively, these results
demonstrate that moderate privacy budgets (¢ = 4-6) are sufficient for achieving robust and practical privacy—utility
equilibrium. The proposed framework therefore offers a computationally efficient and interpretable reference model for
deploying differential privacy in real-world federated environments. Future research may extend this work by validating
the synthetic dataset’s representational fidelity against domain-specific real data and by exploring adaptive DP
mechanisms or transformer-based architectures to test scalability under evolving privacy constraints.

5-1- Limitations and Future Work

While the study provides valuable benchmarks, several limitations should be acknowledged. The experiments were
conducted on a synthetic dataset, and results may differ on larger, real-world datasets with higher heterogeneity.
Additionally, evaluation focused primarily on membership inference attacks, leaving other advanced threats such as
attribute inference and gradient inversion unexplored.

Future research should:

e Extend the framework to real-world federated settings with heterogeneous devices and communication
constraints.

o Validate performance on domain-specific datasets (e.g., healthcare, finance) and in transfer learning contexts.
e Incorporate advanced adversarial models beyond MIA for a comprehensive security assessment.

e Develop mathematical models of the privacy—utility frontier to provide formal guidance on ¢ selection.

o Explore adaptive composition guarantees for continual and reinforcement learning applications.

By addressing these directions, future work can further advance the deployment of trustworthy and privacy-
preserving artificial intelligence systems.
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