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The Internet of Things (IoT) and Artificial Intelligence (AI) have opened up new frontiers in remote
health monitoring with the integration of technologies and transformative solutions in order to detect . L
real-time health monitoring and disparities. This article shows an innovative and integrated wireless Energy-Efficient Health Monitoring;
health surveillance system, which is aimed at auxiliary environments, especially for elderly and IoT-Enabled Telehealth;
chronically ill patients. The system links IoT sensors to monitor heart rate, body temperature, and M1, for Health Analytics;

oxygen level with cloud-based Al-driven systems for continuous real-time health monitoring of data
shared by IoT sensors. Taking advantage of the ZigBee protocol for low-power, reliable
communication ensures spontaneous data transmission from a system wearer to a centralized Scalable Telehealth Systems.

processing unit. At the most basic level, the system uses advanced machine learning algorithms such

as random forest, support vector machine (SVM), and logistic regression to identify health

discrepancies with a high degree of accuracy. The random forest model in particular gets an impressive

95% accuracy and recalls 100%, ensuring reliable detection of minimum false negatives and important

health issues. The modular structure of the system allows for the addition of more sensors, including

blood pressure and glucose monitors, to ensure scalability and adaptability to suit the varying needs of

different patients. In a real-world care facility, strict testing was carried out on the capability of ~Article History:

monitoring the capacity system with just a 120 ms delay and a power consumption of 3.8 mW/h, which

made it very suitable for long-term, energy-skilled deployment. By addressing some of the major issues ~ Received: 03 October 2025
such as high_ delays, false alams, and lagk of integration in current systems, this research provides a  Revised: 06  March 2026
scalable, reliable, and user-friendly solution for telehealth. The proposed system not only adds more

accuracy and freedom to the patient in the clinical setting but also lessens the burden of the healthcare =~ Accepted: 10 March 2026
providers, paving the way to a new generation of intelligent health solutions. Published: 01 April 2026

Assisted Living Technology;
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1- Introduction

Global demographics reveal that the number of elderly is rapidly growing along with the burden of chronic diseases.
As per the health data from around the world, chronic diseases such as heart problems, diabetes, and breathing disorders
are becoming more alarming due to the increasing age of the population around the world. It is creating a critical need
for continuous, remote monitoring solutions that can reduce hospital visits of patients and improve early intervention.
Basically, healthcare systems are facing the same unprecedented strain that has never been experienced before [1, 2].
The World Health Organization indicated that people having the age of over 60 years are going to be double, about 2.1
billion by 2050 [3, 4]. An increase in elderly population and chronic diseases is creating a significant need for new,
upgraded healthcare solutions. Modern telehealth systems combine wearable Internet-of-Things (IoT) sensors with cloud
and edge analytics to monitor parameters such as heart rate, temperature, and oxygen saturation. Prior studies have
demonstrated the feasibility of low-power wireless links (e.g., ZigBee) for wearable sensing and machine learning
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approaches such as Random Forests, SVMs, and deep learning. It shows potential for anomaly detection in physiological
data. These solutions will help to monitor and treat early elderly and sick patients. Telehealth systems have become
revolutionary by enabling remote health monitoring and personalized care. Moreover, these systems effectively use
Internet of Things (IoT) and Artificial Intelligence (Al) technologies to deliver better healthcare services [5, 6].

IoT devices like wearable sensors and smart home systems can easily collect the body data, including heart rate, body
temperature, oxygen levels, and activity patterns [7, 8]. This collected large data will be processed by Al systems to
predict the disease and further suggest a suitable solution accurately by giving advice to the concerned physician and
caretakers of the respective patient [9]. Integrating IoT and Al holds the promise to revolutionize healthcare services by
reducing hospital visits, enhancing patient care, and improving the recovery of diseases, resulting in minimal healthcare
expenses [10]. For example, Al-driven telehealth systems can help predict risks associated with health, such as heart
attacks or respiratory failure, before they turn serious and help take immediate action to prevent the possibility of
readmission at the hospital.

However, despite their ability, the current telehealth systems have a lot of challenges that limit their effectiveness and
wide adoption [11, 12]. One of the main problems is the integration of the equipment with the platforms that disabled
the fragmented data and monitoring [13]. Many systems are based on standalone devices that, at their origin, do not
communicate with one another, which makes it challenging to offer a complete approach to the patient's health care [14,
15]. Additionally, a delay in the transmission and processing of data may delay a significant intervention, especially for
time-sensitive conditions such as heart attacks or sudden falls [16, 17]. A high false alarm rate in many existing systems
is another significant challenge, as is cautious fatigue on the part of caretakers, which can compromise the overall
reliability [18, 19]. In addition, the energy efficiency of these systems is often ignored, despite their importance for long-
term deployment in remote or off-grid environments, where traditional power sources can be limited. The present
problems emphasize why healthcare organizations should implement healthcare systems that combine IoT and Al
methods to deliver flexible solutions for time-sensitive, energy-conserving health monitoring. Through its boundary
addressing strategy, the proposed system intends to enhance the telehealth system's accuracy and reliability and purpose
while providing better patient care results and reducing healthcare provider workloads.

This work proposes an integrated, modular telehealth architecture combining ZigBee-enabled wearables, a cloud-
processing framework, and lightweight ML classifiers designed for low-latency anomaly detection. We present (i) an
end-to-end hardware-software design optimized for energy efficiency, (ii) a comparative evaluation of three classifiers
(Random Forest, SVM, and Logistic Regression) on a real clinical dataset collected in a care facility, and (iii) a technical
benchmarking versus typical loT-only and traditional systems in terms of accuracy, latency, power consumption, and
false alarm rate. The proposed approach aims to balance scalability, responsiveness, and energy efficiency for assisted
living deployments.

1-1- Problem Statement

The current state of telehealth systems allows unreliable real-time patient supervision because they experience
integration problems and extended lag times, as well as numerous incorrect alert signals. The implementation of
standalone devices leads to fragmented data and monitoring because these devices were never intended to communicate
with each other. As shown in Figure 1, system reliability decreases because high data processing delays combined with
long transmission delays result in delayed significant interventions and frequent false alarms that lead carers to become
fatigued. Health monitoring requires a case-operated method that merges IoT and Al technologies to generate scalable
and real-time, energy-efficient health solutions.
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Figure 1. Challenges associated with current telehealth systems
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1-2- Research Gap

The telehealth system demonstrates IoT and Al utilization according to various studies, yet important knowledge gaps
continue to emerge. The scalability issues of current systems prevent expansion according to user number growth and
the addition of new sensors. In addition, the real-time monitoring capabilities of these systems are often limited by high
delays and power consumption, which are important for continuous health monitoring. Additionally, the energy
efficiency of these systems is often ignored, despite its importance for long-term deployment in remote or off-grid
environments. The study addresses these intervals by proposing an integrated wireless telehealth monitoring system that
combines loT-competent sensors with Al algorithms to provide scalable, real-time, and energy-skilled health monitoring.

1-3- Contributions
This paper makes the following significant contribution:

e Development of a scalable, modular telehealth system: The proposed system integrates [oT-enabled sensors with
cloud-based platforms for data storage, analysis, and visualization, such as IoT-competent sensors, such as heart
rate, temperature, and oxygen level sensors. The modular design of the system makes the integration of further
sensors possible, which guarantees the scalability and adaptability for the needs of different patients.

o [mplementation of ML algorithms to detect high accumulation discrepancy: The system proposes random forest,
support vector machine (SVM), and logistic regression algorithms to detect and predict the discrepancy of real-
time physical data. The highest accuracy (95%) and recall (100%) were obtained by the random forest model,
which guarantees reliable health issues with minimum false negatives.

e Recognition of the real world in a care facility: To assess the performance of the system in the real world, the
system was strictly tested in the real world. The results showed that important signals were monitored with low
delays (120 ms) and high accuracy, keeping the energy efficiency (average of power consumption 3.8 mW/h).

By addressing the boundaries of current telehealth systems and taking advantage of IoT and Al technologies, this
research paves the way for a new generation of intelligent healthcare solutions that improve patient care, reduce the cost
of healthcare, and increase the quality of life of elderly and chronically ill patients.

This paper is organized as follows: Section 2 is a review of related work and open gaps. Section 3 outlines the
proposed system architecture, hardware and software components, and the dataset. Section 4 gives model training,
evaluation metrics, and comparative benchmarking results. Section 5 provides qualitative analysis, practical deployment
considerations, privacy and security measures, and limitations. Finally, Section 6 discusses future work, and Section 7
concludes the study.

2- Literature Survey

Integration of IoT (Internet of Things) and Al (Artificial Intelligence) in the telehealth system has attracted significant
attention in recent years, especially for applications in assisted living and remote health monitoring [2-4]. The monitoring
of real-time data combined with initial discrepancy alerts through IoT sensors and predictive Al solutions serves elderly
and chronically aged patients [5-7]. A wearable IoT-based system for continuous vital indication monitoring included
heart rate and oxygen levels, and it utilized low-power ZigBee communication protocols [8-10]. The system achieved
accurate discrepancy detection with a less than 200ms delay, which made it applicable to real-time use [8]. A telehealth
platform that applies random forest and support vector machines (SVMs) to analyze physical data for predicting health
risks through AI [9]. The accuracy and reliability of Al algorithms for healthcare require attention to feature design
methods along with testing protocols as identified by his study [10].

Research on automatic discrepancy detection with Al has become a common topic explored in modern literature. The
research presented an intense teaching-based ECG data analysis method that delivers 94% accuracy with 98% missed
results [11]. The author stressed the importance of building large, extensive datasets to develop strong artificial
intelligence models. A hybrid Al detection system unites random forest techniques with a long-term short-term memory
(LSTM) network to evaluate discrepancies in multiple physical readings of heart rate and temperature and oxygen
saturation [12]. His method achieved better performance than standard approaches due to a 92% F1-score. Al-driven
systems demonstrate two crucial capabilities through evaluations that improve medical diagnosis accuracy and minimize
unnecessary false alert events in telehealth services [13].

The research on Assisted Living through IoT includes current investigations in the field. A smart home system that
combines IoT sensors with cloud-based platforms serves to monitor elderly health and safety [14]. An array of
environmental detectors within their system detected gas leaks and falls and automatically delivered immediate warnings
to care providers. The research demonstrated how IoT-based wearable equipment detects the distance traveled by
diabetic patients and those with high blood pressure [15]. The device system achieved suitable long-term operation with
a delay of 150 ms and power consumption at 3.5 mW/h. The IoT-based telehealth system requires scalable solutions and
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efficient energy management, together with easy-to-use interfaces, according to these research investigations [16].
Recently, progress has been made on a large-scale IoT-based telehealth system and Al-managed health monitoring.

Table 1 briefly presents the major conclusions and contributions of recent studies in the region:

Table 1. Summary of literature review

Reference Key Findings Contribution to the Field
[1-3] Proposed a wearable IoT-based system for continuous Demonstrated the feasibility of low-power IoT systems for
health monitoring using the ZigBee protocol. real-time health monitoring.
[4-7] Developed an Al-driven telehealth platform wusing  Highlighted the importance of feature engineering and
machine-learning models (Random Forest, SVM). model validation in healthcare Al.
(5, 6] Proposed a deep learning-based approach for detecting  Achieved high accuracy (94%) and recall (98%) in
’ cardiovascular anomalies using ECG data. anomaly detection.
4, 5] Developed a hybrid AI model combining Random Forest =~ Demonstrated superior performance (F1-score of 92%) in
’ and LSTM for multi-modal physiological data. anomaly detection.
(8, 9] Proposed a smart home system integrating IoT sensors for ~ Highlighted the potential of IoT in improving safety and
’ elderly care and hazard detection. health monitoring in assisted living.
[10-12] Explored IoT-enabled wearable devices for remote  Achieved low latency (150 ms) and power consumption
monitoring of chronic conditions (diabetes, etc.). (3.5 mW/h) for long-term monitoring.
[13-15] Proposed an edge-Al framework for local processing of  Reduced latency (100 ms) and improved privacy in
physiological data on wearable devices. telehealth systems.
[16-19] Developed a fog computing-based telehealth system for ~ Addressed challenges of latency and scalability in
real-time responsiveness and scalability. distributed telehealth systems.
[16, 17] Proposed a blockchain-based approach for secure data  Highlighted the importance of data privacy and security in

(18]

transmission in telehealth systems.

Discussed the need for interoperability and standardization
in loT-based healthcare systems.

healthcare [oT systems.

Emphasized the importance of common protocols for
integrating devices from different manufacturers.

3- Research Methodology

Methodology for the proposed system includes implementation of hardware with medical data collection using IoT
sensors, followed by data analysis and prediction with a machine learning algorithm. In addition to chronically ill patients
and environmental factors, the integrated wireless telehealth systems keep an eye on vital signs for healthcare monitoring
of senior patients.

3-1-System Architecture

System architecture consists of two primary components: a front-end sensor network and a back-end data processing
unit.

e Front-End Sensor Network

The IoT-compliant sensors, such as heart rate sensors, temperature sensors, and environmental sensors, operate in
this layer to gather precise patient data in real time. As shown in Figure 2, with the ZigBee protocol, sensors conduct
wireless communication operations at low power rates suitable for non-stop healthcare monitoring. The front-end
network employs modular architecture as a basis to enable rapid integration of new sensors, like blood pressure monitors
or oxygen saturation sensors, for system extension. The system has flexible designs that enable it to meet a broad range
of patient healthcare needs. Figure 2 is exhibiting the system architecture of the proposed telehealth monitoring system.

N
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‘ * Communication +
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Figure 2. System architecture of the integrated telehealth monitoring system
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3-2-Theoretical Approach

The proposed telehealth system is based on a hybrid sensing analytics framework that combines IoT-based
physiological data acquisition with anomaly detection using machine learning. The theoretical foundation involves three
components, such as:

e Modular sensor modeling, which formalizes the system as modular sensing units S;, whose outputs d;(?) form an
observation vector D(?).

o Supervised learning for health-state classification. Statistical learning for anomaly detection, where a supervised
classifier f{-) maps D(t) to a binary health label H(?) €/0,1} using features derived from time-domain and short-
window statistics (mean, variance, trend, inter-beat intervals).

e Mathematical modeling of latency and energy consumption for wireless telehealth systems.

The sensor data collection model explains how IoT sensors collect real-time health information from patients. Each
sensor constantly records measurements at a specific time, denoted as t. This process can be represented mathematically
as:

di(t) = f(Si,t) (M

where, d;(t) indicates the data value produced by the " sensor at time t by the i” sensor S.. f{S;, ) indicates the function
that converts the raw sensor behavior to a meaningful measurable parameter (i.e. voltage to °C for a temperature sensor).
Imagine if we had a heart rate sensor to monitor our heart beats per minute (BPM) while a temperature sensor monitors
our body temperature either in Celsius or Fahrenheit [19]. This entire data is sent to the backend and is processed through
detailed processing. The Al-powered system receives and analyzes sensor data to assess the patient's state of health in
real-time. Mathematically, the health status H(?) is given by:

In the case of a system for monitoring health in real time, H(?) is how the health of a patient is expected to be at any
given time. This prediction uses real-time data from the sensors, labeled as d,(?), d-(t) and so on, and each d;(¢) measures
some health parameter, such as heart rate, body temperature or oxygen level. These measurements are from medical
sensors associated with the IoT system, and are analyzed by a smart predictive model called f{' ). This model, which
normally uses machine learning or deep learning, has been programmed with recorded health data to determine current
status, issues and possible health risks. By studying and analyzing the way these sensor readings change over time, the
Al model is able to produce early warnings for a medical problem. This allows for quick responses, which can result in
improved health outcomes for patients [19, 20].

In the case of live telehealth systems, it is important to send patient sensor data for Al to monitor health properly. The
ZigBee protocol is used in a wireless transmission model to have a reliable and efficient transmission of sensor data to
the processing unit. Here is how to mathematically define the rate of the transmission R:

R=2 3)

where, R is the speed of how the data is sent. This rate depends on how big the data is which is called B and is measured
in bits and the total time it takes to send this data, which is called T and is measured in seconds. In the case of telehealth
systems that work in real-time, there are wireless sensors that continuously collect and transmit patient information.
These sensors use low energy solutions such as ZigBee to transmit data. It is important to understand energy consumption
by these sensors. Energy used in transmission of data is calculated as

E=PXT )

The total energy consumption E of a wireless sensor is the energy consumption to send data and is measured in Joules
(). This energy use depends mainly on two things: Power consumption P Transmission time 7" Power consumption P
measured in Watts (/) indicates how fast the sensor consumes energy by transmitting data. Transmission duration 7, in
seconds (s) informs us the time duration of the sensor being on to transmit its data. There is a formula, known as equation
4, which shows that, if a sensor uses more power or takes more time to send data, the total energy use goes up. To make
wireless healthcare sensor batteries last longer it is important to be smart about power use and how long data is sent.
This enables continuous real-time patient’s health monitoring, without the battery life being cut short [21, 22].

In real telehealth systems, we must balance three competing goals, high accuracy, low latency and low energy
consumption. This is modeled using a combined optimization. Overall optimization cost J can be calculated as:

J =« (1 - Accuracy) + BL + yE (5)

where, a, f, y are the weighting factors that reflect clinical application priorities (sensitivity vs. latency vs. battery life).
L indicates end-to-end latency in seconds, while E is energy consumption measured in joules. Here, a controls how
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strongly the system prioritizes accuracy and  manages the priority of low latency (important in emergencies). y regulates
the priority of energy efficiency (battery-driven wearables). This objective guides the selection of classifier complexity
(e.g., tree depth in Random Forest) and communication parameters (ZigBee duty cycle) to obtain a Pareto-optimal
operating point for assisted living scenarios.

e Back End Data Processing Unit

The unit offers patients a cloud-based system to store and analyze their data. It uses a central database for managing
information. This system helps healthcare providers to detect medical inconsistencies by using Al algorithms. It also
causes important responses to ensure timely medical interventions. Hospital staff members and family members can
access the system simultaneously to monitor patients online in real time because of its multi-user functionality [23]. This
design feature promotes stakeholder communication while ensuring continuous patient care. The system incorporates a
feature that boosts its access and functionality, making it a complete solution for remote health monitoring. Figure 3
shows the process flow chart of the back-end data unit of the proposed system.

[ % Decision Support System (Alert Generation) J

Data Storage & Reporting

Sensor Data Preprocessing (Filtering, Feature Extraction ®. Al Bascd Analysis
Normalization, (Heart Ratc, = (Anomaly Detection (Cloud Scrver, ik

Acquisition Noise Reduction) 8 Temperature, ctc.) Trend Prediction) —— Healtheare Access

Figure 3. Process flow chart for back-end data unit
e Scalability and Security

The proposed architecture separates sensing, communication, and analytics layers to support horizontal scaling.
ZigBee clusters can be organized by a coordinator node. Multiple nodes aggregate data into the cloud. In throughput
terms, a single ZigBee coordinator supports dozens of end-nodes M. It is recommended:

__ Bandwidth per coordinator (5)

N. =
max Average payload rate

For large facilities, gateways may be split by physical area and load-balanced to multiple cloud ingestion endpoints.
In future work, we can present simulation results for N=50,100, and 200 patients with artificial traffic to quantify latency
and packet loss as the system scales.

The system is scalable, as it can adapt to the needs of more users or add more sensors, including blood pressure and
oxygen saturation monitors, with little modification to the present frameworks, as exhibited in Figure 4. The system
design provides flexibility, which makes it suitable for healthcare development needs, along with future functional
expansion requirements. For data protection and patient privacy purposes, the system uses robust measures that combine
data security for secure data transmission with AES-256 encryption of safe APIs [24, 25]. The system ensures patient
data confidentiality through its protective measures, which result in enhanced security and reliability for operational use
in healthcare environments. All data collection from sensors proceeded after obtaining institutional and personal
approval. During transmission, we used TLS for REST APIs, and each device/gateway uses device-level credentials and

mutual authentication.

Cloud-based Scalability Edge Computing Load Balancing Data Encryption Access Control Intrusion Detection

| } | } } }

Al-driven Threat Detection

Local Data Processing | |Distrih|lted Load Handling | Role-based Access

Elastic Cloud Resources End-to-End Encryption

Figure 4. Scope of scalability and security for sensor network

e Dynamic Adaptation to Individual Patient Baselines

Fixed thresholds are updated with per-patient dynamic baselines computed by a real-time normalization window (e.g.,
exponentially weighted moving average over the last 24—72 hours). We implement per-subject z-score normalization
and gradually adapt thresholds using a sliding-window mean p; and variance 2. Additionally, incremental learning
(online updates) for the Random Forest or a small adaptive calibration layer can be used to fine-tune sensitivity for each
patient while preserving previously learned decision boundaries.
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pe = a x sample + (1 — a) * pe—q (6)

z =%k 7)

ot

e Compliance and Access Control

The architecture is designed to support regulatory requirements (HIPAA/GDPR) by enforcing encryption at rest and
in transit (AES-256, TLS 1.2+), role-based access control (RBAC), strong password policies, and audit logging for all
PHI access. For deployments requiring formal certification, the system’s security controls map to ISO/IEC 27001 and
the design supports data subject access requests, encryption key rotation, and enterprise identity providers.

3-3- Hardware Components

The hardware system basically consists of sensors with microcontrollers, communication modules. The selection of
the components was made to ensure reliability as well as accuracy and low energy usage.

e Sensors

The LM35 temperature sensor works in the system to give high-precision body temperature measurement while an
accuracy measurement of +/- 0.5%. The analog voltage output of this sensor is used to reflect the measured temperature
value of this sensor for real-time analysis by the Arduino micro-controller system. Through the TCRT1000 heart rate
sensor, the system detects the heart rate by using photo plethysmography for accurate non-invasive detection of changes
in blood volume inside capillaries. Functionality can be further expanded with other environmental sensors being
incorporated into patient environmental monitoring systems to broaden observation capabilities for factors that affect
health. The sensors form a powerful all-purpose monitoring system when integrated.

e Microcontroller

The primary functionality of Arduino Leonardo encompasses gathering data in terms of data acquisition and
preliminary processing functions. This device has 14 digital I/O pins and 6 analog input pins, which are also used for
USB connectivity features, which helps us to carry out smooth coding and data transfer operations. As it is seen in Figure
5, the working principle is that the microcontroller derives the information from the sensors, which consist of LM35
temperature sensors and TCRT1000 heart rate sensors, before processing the information in real-time directly. The data
collection process is completed when Arduino Leonardo itself sends the information to the back-end unit using the
ZigBee module for further processing. Moreover, this module actually holds the wireless communication in a stable and
working condition. This certainly avoids connection issues while transmitting data. With this setup, the patients are
actually given accurate health monitoring services that are definitely fast. The system reliability is as per the combination
of hardware and the communication protocols that work in a proper manner. As far as trustworthiness, the two
components are effectively supportive. The communication module is actually what is responsible for all data transfer
between parts of the system. It definitely ensures that messages are arriving at the right places without having any errors.

Heart Rate Sensor

ol v o

ZigBee Communication
Module

Arduino Microcontroller

Figure 5. Hardware components and connections

o Hardware Limitations Observed
In field tests, we observed:

e Occasional packet drops under heavy RF interference, which were countered using retransmission and placing
gateways.

o Sensor detachment / misplacement leading to noisy readings This was addressed using sensor status diagnostics
and carer's alerts.

o Limited battery backup has limited effective run time.
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3-4-Software Components

The system consists of different software components. One important part is in the cloud-based platforms. These
platforms help us to store and find information online. Another part encompasses Al algorithms. These are smart
computer programs that learn and make decisions on their own. Additionally, there are tools to enable us to take a closer
look at data, which makes it easier for us to understand what data is telling us.

e LabVIEW

LabVIEW is also designed to be easy to use for carers. It enables them to quickly access and get to know patient
information. The system displays real time data with some of the key signs including temperature and heart rate, which
can be immediately observed by carers. If there is something unusual, the system sends alerts to notify carers of major
changes in a patient's condition. This type of quick feedback and immediate alerts help carers to make informed decisions
and take fast action when there are health risks.

e Cloud Backend

Cloud platforms such as AWS and Google Cloud are very useful in saving and checking data. This is very important
for healthcare professionals and caregivers as they can access and monitor data from anywhere and anytime. They use
the REST API to establish a safe connection between sensors and cloud. This ensures data moves in a safe and fast
manner. The system incorporates MongoDB, which is a type of NoSQL database. MongoDB is good for handling large
and changing data because it can easily grow and adapt when the health services need to change. By integrating
MongoDB with the use of the rest API and the cloud, the system provides a reliable and easy method of managing the
data and monitoring the health in real-time. This combination makes it easier for healthcare providers to do their jobs
efficiently.

o Al Algorithms

Machine Learning Algorithm Systems, such as logistic regression, random forest and support vector machine (SVM),
are important tools. They assist in the prediction of different trends and patterns that may occur in the future. Random
forest models are well known to be very accurate and strong [26]. This makes them popular in terms of identifying
unusual heart rates and temperatures. The entire process consists of two major steps. The first one is the training phase,
where the model learns from existing data of temperatures and heart rates. As the model trains, it figures out patterns
and important details in the data. In the test phase, the model is tested on new data and the model classifies the data to
see if there are any discrepancies, such as abnormal heart rates or abnormal temperature readings. The random forest
model misses 95% of impressive accuracy and 100% that ensures the detection of minimum false negatives and
important health issues [27, 28]. For comparison, the logistics and SVMs were also tested and competitive performance
metrics were attained, however, random forest proved to be the most effective for this application given non-lectured
relationships and ability to handle complex data structure. These Al algorithms, collectively, increase the potential of
the Al system to deliver accurate and real-time insights for active health service monitoring.

3-5-Data Collection and Transmission

The data is collected from the sensor and transmitted wirelessly to the central processing unit using the ZigBee
protocol. As indicated in Figure 6, Arduino processes the microcontroller data and sends it to the LabVIEW interface
for visualization. The data is then uploaded to the cloud for further analysis and storage.

Sensors
@ .
Arduino ©O® ' LabVIEW ' Cloud Ql ' Al @ Care Taker ‘Q)
%Hé Microcontroller Interface &3@ Backend Analysis_/\ 7" Interface ‘
X . ¢ v
Figure 6. Process flow chart of the telehealth monitoring system
e Data Flow

Figure 7 exhibits the sensor, which is the first component of the system, which collects significant patient health data,
such as heart rate and temperature. This data is then transferred to the Arduino microcontroller via the ZigBee protocol,
which ensures a stable and efficient connection. The microcontroller completes initial analysis and data formation before
sending ZigBee for real analysis. The user of the LabVIEW-Dysfunction interface, which displays data in colorful
visuals to allow carers to effectively monitor the patient's condition. Processed data is then transferred to the cloud for
storage and for further analysis to guarantee ongoing and wider health monitoring. There, advanced Al systems are
capable of spotting irregularities and generating practical information.
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Medical Data Flow Sequence

Data Collection Data

Transmission Data
Processing

Sensors gather
vital signs data  Data sent to

Arduino via Arduino
ZigBee processes data  Processed data
for LabVIEW visualized in Data uploaded
LabVIEW to cloud for
storage

Figure 7. Data flow sequence over the proposed system

¢ Error Handling and Data Processing

The system has strong reliability-promotional features, such as problems with error handling or data transfer for a
broken sensor. For example, retransmission techniques are used to recover lost data packets, and sensors are made to
maintain accuracy and timely operations. Additionally, raw data from the sensor is prepared to remove noise, such as
electrical interference or outliers, and its values are normalized to ensure stability [29, 30]. This clean and standardized
input is then fed to the Al model for analysis, the discrepancy increases and the accuracy and reliability of further
analysis is increased. When combined with these characteristics ensure that the system functions properly and produces
reliable results for effective health monitoring.

3-6- Dataset Description

The dataset used for this study has 1000 samples of physical data, which include a list of measurements such as body
temperature (°C), oxygen saturation (%), and heart rate (BPM). Table 2 exhibits first 10-sample group of collected data.
Each sample is accompanied by a binary label, which specifies whether the health condition is general or a discrepancy.
We collaborated with the Care Healthcare facility in our community that is part of the key players in chronic care and
assisted living services to gather this dataset for our research. Data includes 100 senior patients' physical measurements
taken in real time over a three-month period. Patients were monitored using loT-competent sensors, including a heart
rate sensor, temperature sensor and pulse oximeter. To ensure accuracy and reliability, data was collected under the
supervision of health professionals. The patient's consent was obtained before the data collection, and all the data was
made unknown to protect the patient's privacy. The dataset contains 1000 samples and represents the important health
data of the patient at a specific time with each sample. The health status of each sample (general/discrepancy) was
determined by health professionals based on predefined thresholds. The dataset is available on request for research
objectives.

Table 2. Dataset sample preview (first 10 rows)

Heél}rl: n]:;‘te Body Tgrg;erat“re Oxygf%evels Health Status
78 36.5 97 Normal
105 37.8 92 Anomaly
62 36.2 96 Normal
58 35.8 94 Anomaly
38 36.7 98 Normal
112 37.6 93 Anomaly
65 36.4 97 Normal
59 36.1 95 Anomaly
90 36.8 99 Normal
102 37.9 91 Anomaly
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4- Results and Discussion
4-1- AI-Driven Healthcare Analysis

Performance of three machine learning models, logistics regulation, random forest, and support vector machine
(SVM), demonstrated in Table 3. Which is evaluated to predict health risks based on the patient's physical data, including
heart rate, oxygen levels and body temperature. The model was trained and tested in a broad dataset, and their
performance was evaluated using major metrics such as accuracy, precision, recall and Fl-score. The results are
important in understanding the effectiveness of each model for health monitoring in real-time.

Table 3. Model performance summary

Model Accuracy Precision Recall F1-Score
Random Forest 95% 90.90% 100% 95.20%
SVM 87.50% 85.70% 90% 87.80%
Logistic Regression 87.50% 82.60% 95% 88.40%

The Random Forest classifier performed better than the SVM and Logistic Regression classifiers across all the
evaluation parameters and the best balance of sensitivity and specificity. The achieved 95% accuracy and 100% recall
show that the Random Forest was able to determine all samples of clinically labeled anomalies in our test set, which is
important for safety-critical monitoring where false negatives are not acceptable. The trade-off is a slightly higher false
positive rate (FP = 2 in our confusion matrix), which may lead to an increase in carer's alerts. However, this can be
overcome by threshold tuning or by performing a two-stage verification (e.g. temporal confirmation over short
windows). The improved performance likely stems from Random Forest’s ability to capture non-linear feature
interactions from short-window time-series features (e.g., heart rate variability indices combined with SpO: trends) while
being robust to noisy sensor readings. In practice, high recall (sensitivity) is prioritized for assisted living monitoring,
and the observed results suggest that our system’s tuning aligns well with this objective. Nevertheless, the system should
be validated on larger multi-center datasets to confirm generalizability and to recalibrate thresholds for specific patient
subgroups (e.g., atrial fibrillation vs. respiratory illness).

e Confusion Matrix Analysis

A Confusion Matrix is used to evaluate the classification performance of each model, which provides an achieved
distribution of the true positivity, true negatives, false positives and false negatives. Table 4 represents the confusion
matrix summary for the concerned machine learning models.

e Random forest: The confusion matrix for random forests showed 18 true positives, 0 false negatives, 2 false
positives and 20 true negatives. This indicates that the model correctly identified all important cases (100%
recall), with only a low number of false alarms.

o SVM: The SVM model achieved 17 true positives, 2 false negatives, 3 false positives and 18 true negatives. While
its performance was respectable, the presence of false negatives makes it less reliable for healthcare applications.

o Logistics Regression.: Logistics Region model received 16 True positives, 1 fault negative, 4 false positive and
19 true negatives. Its performance was comparable to SVMs, but a little more memory (94.1%) makes it a better
option for applications where false negatives should be minimized.

Table 4. Confusion matrix summary for machine learning models

Random Forest Support Vector Machine (SVM) Logistics Regression

Predicted 0 Predicted 1 Total Predicted 0 Predicted 1 Total Predicted 0 Predicted 1 Total
Actual 0 18 2 20 17 3 20 16 4 20
Actual 1 0 20 20 2 18 20 1 19 20
Total 18 22 40 19 21 40 17 23 40

Table 5. Performance metrics calculation for ML model

Evaluation Metric Formula Random Forest SVM Logistic Regression
Accuracy (TP + TN) / Total (18+20)/40=10.95 (18+17) /40 =0.875 (19 +16) / 40=0.875
Precision TP /(TP + FP) 20/(20+2)=0.909 18 /(18 +3)=0.875 19/(19 +4)=0.826

Recall TP /(TP + FN) 20/(20+0)=1 18/(18 +2)=0.9 19/(19 + 1)=0.95
* 191 * * * * * * *
F1-Score 2 * (Precision * Recall) / 2%(0.909 * 1)/ 2*(0.857 * 0.90) / 2*(0.826 * 0.95) /

(Precision + Recall)

(0.909 + 1)= 0.952

(0.857 +0.90)=0.878

(0.826 +0.95)=0.884
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Figure 8. AI Model performance comparison chart

When comparing our results to prior work, our Random Forest recall of 100% and accuracy of 95% are higher than
many previous loT-based monitoring studies that reported recall in the range 90-98% and accuracies between 85-93%
indicated in Table 5 and Figure 8 [5-7]. Earlier work achieved 94% accuracy on ECG-based anomaly detection but
reported higher latency due to heavier deep learning models. Similarly, edge-based studies focusing on latency reduction
reported end-to-end delays near 100 ms but with compromised classification performance on small datasets [8-10]. Our
contribution balances latency (120 ms), energy use (~3.8 mW/h across system variants), and model performance by
employing a lightweight ensemble classifier and ZigBee-based low-power communication, leading to a favorable
operational point compared to both pure edge and pure-cloud approaches.

4-2- Technical Performance Benchmarking

The technical performance of the healthcare monitoring system was evaluated based on four major parameters, such
as accuracy, delay, power consumption and false alarm rate. The results were compared to three systems like IoT-based
(System A), Al-Integrated (System B), and Traditional (System C) as indicated in Table 6, and exhibited in Figure 9.

¢ Comparative Benchmarking

o Accuracy: The Al integrated system (System B) achieved the highest accuracy, i.e., 95%, which enhances IoT
based system (88%) and traditional system (80%). This makes it clear how effective the Al algorithm has been
in enhancing clinical accuracy.

o Latency: System B showed the lowest delay time of 120 ms and so it is very responsible when it comes to real-
time monitoring. In contrast, the delay in System A was 300 ms and the delay for System C was 500 ms, which
are not very suitable time sensitive applications.

e Power consumption: System A was the most energy skilled with 2.5mW/h power consumption, and System B
was slightly more power consuming with 3.8mW/h power consumption due to extra computational requirements
of ATl algorithm. System C used at least energy 1.2 mW/h but at a low performance.

o False alarm rate: System B had the lowest false alarm rate at 2.1%, which ensures reliable alerts and reduces
unnecessary interventions. Systems A and System C had a false alarm rate of 5.4% and 8.7% respectively, causing
cautious fatigue among caregivers

Table 6. Comparative analysis of benchmarking parameters of System A, System B and System C

System A System B System C

Parameter (IoT-based)  (AL-integrated)  (Traditional) Remarks
Accuracy (%) 88% 95% 80% Z}Irstem B has the best accuracy, which represents the effectiveness of
Latency (ms) 300 120 500 Syster_n B has Fhe }owest latency and is therefore very responsive for
real-time monitoring.
. System A is the most energy-efficient system whereas System B
Power Consumption (mW/h) 25 3.8 1.2 consumes energy slightly more because of the Al computations.
False Alarm Rate (%) 5.40% 2.10% 8.70% System B has the lowest false alarm rate and can provide reliable alerts

and reduce unnecessary interventions.
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Figure 9. Comparative representation of the technical benchmarking of System A, System B and System C

o Key Insights

The system integrated with Al (System B) proved to be better in terms of accuracy, delay, and false alarm rate and
hence it was the most effective solution for monitoring healthcare. Its ability to give a high accuracy with minimal delay
ensures that careful care can react quickly under significant conditions. IOT-based System A did well in terms of power
consumption, but its efficacy was limited by its high delay and false alert rate. Although this approach is less optimal
for real-time monitoring, it may be appropriate for applications where energy efficiency is a top concern. The traditional
system's worst overall performance is System C, which has a high false alarm rate, significant latency, and poor
precision. These restrictions show that to overcome the drawbacks of conventional systems, cutting-edge technologies
like AT and IOT are required.

5- Qualitative Analysis

There are important practical implications for ecosystems in comparative benchmarking and Al-operated healthcare
analysis, patient care, healthcare providers and comprehensive healthcare findings. A detailed discussion mentioned
below indicates how the proposed system improves the patient's care and addresses existing challenges under the
supervision of healthcare. Figure 10 represents benefits of qualitative analysis in healthcare.

Benefits of Qualitative Analysis in Healthcare

and Quality of Life

Enhanced Diagnostic Precision & -

Improved Patient Independence b‘ N
Do
i

& Real-Time Monitoring and
@ Responsiveness

Og
cE

Qualitative
Analysis

/,' Benefits
Energy Efficiency and Scalability @J -

% Cost-Effectiveness

Figure 10. Benefits of qualitative analysis in healthcare

5-1- Enhanced Diagnostic Precision

Al-integrated system (System B) acquires 95% accuracy, which improves traditional and IoT-based systems further.
This high accuracy ensures that health discrepancies, such as abnormal heart rate or temperature, are found with minimal
errors. Better clinical precision reduces the possibility of a discarded diagnosis (false negative) and unnecessary
intervention (false positive), leading to better patient outcomes and more efficient use of health resources.

5-2- Real-Time Monitoring and Responsiveness

Less delay of 120 ms in System B makes it highly responsible, causing real-time monitoring of important signs of
patients. This is particularly important for time-sensitive conditions, such as a sudden fall in heart events or health. Real-
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time monitoring enables caregivers and healthcare providers to react immediately to emergency conditions, and may
save lives and prevent complications. It also enables continuous monitoring of the chronic conditions, which reduces
the need for constant visits to the hospital.

5-3-Reduced False Alarms

System B has the lowest false alarm rate (2.1%), so alerts can be trusted and taken action on. In comparison,
traditional systems (8.7% false alarm rate) can lead to cautious fatigue among caregivers, who ignore or delay them for
important alerts. By reducing false alarms, the system creates more confidence in the monitoring process, ensures that
care can be focused on real emergency conditions, and provides timely intervention.

5-4- Energy Efficiency and Scalability

While System B, consumes a little more power (3.8mW/h) as compared to System A (2.5 mW/h), it creates a balance
between performance and energy efficiency. The modular design of the system enables the integration of other sensors
without notable amendments. The system is ideal for continuous and long-term monitoring, either in the home or in a
clinical setting. Its ability to scale means it has the capacity to easily adapt to the evolving needs of both patients and
healthcare providers.

5-5-Improved Patient Independence and Quality of Life

The ability of the system to provide distance monitoring and real-time alerts gives elderly people and those with
chronic illnesses the opportunity to live a more independent life while still feeling secure. Family members can monitor
their loved ones at a distance, which reduces the requirement for constant in-person supervision by caregivers. This
approach not only enables the patient to remain in his or her own houses or communities, but it also contributes
significantly to the quality of life of the patient. Moreover, it relieves the pressure on caregivers as well as healthcare
facilities.

5-6- Data-Driven Decision Making

The system is capable of sorting through enormous amounts of data, and generating valuable insights, all because of
the integration of Al algorithms. For example, it can help predict any significant health risks by analyzing trends of
temperature or heart rate variability. With this data at their fingertips, healthcare professionals are able to make informed
decisions that result in care plans and interventions to patients with higher personalization and less wait time. This not
only helps the better functioning of the patient's health over the long period of time, but it also lowers the likelihood of
the hospital readmission.

5-7-Edge Al Deployment Considerations

The existing system prefers to work on cloud-based processing, wherein the physiological signals are stored in the
database for classification of anomalies. While this is a design that offers scalability and simplifies model
management, it adds dependency on network availability and increases the round-trip latency. Edge Al deployment,
where the lightweight models are running directly on the microcontroller or gateway, is a promising approach to
further optimize the latency and energy consumption. Edge Al deployment has many advantages for real-time
telehealth monitoring compared to cloud-centric processing, especially in latency and power efficiency [10, 26]. In
theory, when inference is brought closer to the source of the data, there is always no need to constantly transmit raw
data. Instead, only compressed features or anomaly flags are sent to the cloud. This can lead to load reduction of
wireless communication by 60-85%, which is significant as radio communication accounts for a major part of total
power consumption in IoT health monitoring devices. Preliminary measurements from similar studies have shown
that edge-inference microcontrollers (ARM Cortex-M4/M7 class) use ~30-50% less energy per inference compared
with continuous streaming to the cloud. Since the energy consumption of wireless communication is the outstanding
energy consumption problem of IoT things, it is possible to judge the anomaly through local inference and send the
flag, which can save a lot of energy [10, 17, 31].

In terms of responsiveness, edge Al minimizes round-trip latency due to no delay in the cloud network and packet
queue, resulting in an estimated improvement of 40-70% depending on the network situation. When combined with the
ZigBee low data rate protocol, edge processing guarantees faster local alerting even when cloud connectivity is impaired
for a period of time [10, 26, 32]. However, edge deployment must be performed with caution in terms of model
compression techniques (quantization, pruning, knowledge distillation) to perform at an efficient rate on resource-
constrained hardware. Future work will consider TinyML-based inference and hybrid architectures where gateways run
medium complexity models while the cloud is used to perform long-term trend analysis and recalibration.
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6- Conclusion

This research introduces a new type of wireless telehealth monitoring system that integrates wearable sensors with
ZigBee technology, utilizing lightweight machine learning analytics for real-time health monitoring of the elderly and
chronically ill. To accurately diagnose medical issues, the proposed approach employs advanced machine learning
techniques such as random forest, support vector machines, and logistic regression, combined with Internet of Things
sensors that continuously measure the relevant data. The modular system facilitates the incorporation of additional
physiological sensors (e.g., blood pressure and glucose monitors) and allows for edge deployment, thereby reducing
latency and energy consumption. Through field-collected datasets and comparative experiments, we demonstrated that
a Random Forest classifier achieves a favorable balance between clinical sensitivity and operational performance, with
an accuracy of 95% and a recall of 100% on the test dataset, maintaining a latency of approximately 120 ms. When
benchmarked against both an IoT-only system and a traditional system, the proposed Al-integrated approach
significantly reduces false alarm rates and latency, while also demonstrating substantial energy efficiency.

This performance is crucial for critical monitoring, where missed alerts could have severe consequences. The modular
architecture allows for easy addition of sensors, enabling customization to meet diverse patient requirements. The ZigBee
protocol ensures low-power and reliable communication, making this system suitable for long-term, energy-efficient
activation. Comprehensive testing in real care environments confirmed the successful long-distance tracking capabilities,
revealing latencies of 120 ms and power consumption as low as 3.8 mW/h. Notably, the proposed system enhances
clinical accuracy and patient compliance while alleviating the workload of healthcare workers through timely
interventions. This work lays the foundation for innovative healthcare solutions that improve patient care efficacy while
managing costs. In conclusion, the proposed system represents a significant advancement in telehealth that is likely to
be effective, scalable, energy-efficient, and capable of meeting growing demands. The results indicate that a well-tuned
hybrid IoT-Al system can address challenges related to scalability, responsiveness, and energy efficiency in assisted
living applications, paving the way for more reliable remote monitoring systems that reduce caregiver workload while
ensuring better patient safety. In the future, comparative experiments may be conducted with the same sensor payload
and sampling rate using BLE and Wi-Fi. Performance measures such as packet delivery ratio, end-to-end latency, energy
per transmitted bit, and effective battery life will provide a comprehensive analysis and performance comparison. Such
experiments will evaluate trade-offs among several communication protocols, including ZigBee, BLE, and Wi-Fi.

6-1- Future Work

Al model adaptation is a process where the Al algorithm is adapted so that it provides minimal latency and uses less
power while maintaining accuracy. Many ways are present to improve efficiency, such as quantization and model
pruning. To give a closer look at healthcare, we need to include patients, adding new sensors for more complicated
mechanisms such as BP and glucose levels and upgrading the monitoring capabilities of the system. It is important to
test in a real-world scenario, as it would allow us to observe how well the system operates in various healthcare
applications to find the problems and respective solutions. We can make improvements to the hardware that will save
power without any performance impact. We can put the system at the edge of telehealth technology and can provide
effective and reliable medical services to patients around the world. By overcoming the existing limitations of smart
health services with the help of Artificial Intelligence and the Internet of Things, this study opens up a whole new world
of smart health services [33-36].
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