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Abstract

Reliable communication is essential for effective disaster response; however, conventional IP-based
networks often fail when the network infrastructure is damaged. Disaster communication networks
need adaptive forwarding strategies that maintain reliability under rapid topology changes, various
link qualities, and resource constraints. This research proposes a Q-Learning-based Adaptive Q-Learning;
Forwarding (QLAF) strategy designed to enhance reliability in heterogeneous disaster emergency
communication networks. QLAF implements reinforcement learning into the NDN forwarding
plane, enabling each router to autonomously learn optimal forwarding faces based on multiple
performance metrics: Round-Trip Time (RTT), throughput, and link stability. The proposed strategy
was implemented in the Named Data Networking Forwarding Daemon (NFD) and evaluated using
the MiniNDN emulator over a BRITE-generated 25-node disaster topology that integrates terrestrial, ~ Article History:
cellular, and satellite links. We compared QLAF and Adaptive Smoothed RTT-based Forwarding

Adaptive Forwarding;

Reinforcement Learning;

Reliability Optimization.

(ASF), Access strategy, and Self-Learning. Experimental results show that QLAF achieves a Packet ~ Received: 21 October 2025
De_livgr_y Ratiq _(PDR_) of 99.91%. "l.'hes.e results shovy tha‘t QLAF giv_es a robust solution for Revised: 27 February 2026
reliability-sensitive disaster communication, guaranteeing high data delivery performance under

unstable network conditions. However, its latency overhead limits its applicability to real-time Accepted: 05  March 2026
SCeNarios. Published: 01  April 2026

1- Introduction

Disaster response often meets communication problems that undermine the effectiveness of rescue operations.
Natural disasters can damage existing communication systems, causing conventional [P-based networks to malfunction
when people need reliable information. For example, during the 2011 East Japan Earthquake, communication networks
failed, with about 1.9 million fixed-line services disrupted and tens of thousands of mobile base stations out of service.
The 2015 Nepal earthquake also disrupted the communication infrastructure, preventing coordination between rescue
teams [1]. These incidents reveal an essential weakness, where traditional host-centric networking architectures struggle
to maintain connectivity under the dynamic, infrastructure-damaged conditions characteristic of disaster scenarios.

Non-permanent emergency communication systems use multiple network technologies’ integration, combining
satellite links, cellular networks, wireless mesh topologies, and UAV-assisted relays to provide redundancy in the event
of terrestrial infrastructure failure [2]. Space-air-ground integrated networks (SAGINs) combine satellites, UAVs, and
ground systems to provide wide coverage and reliable communication in disaster areas where infrastructure is damaged.
Each component can work together or independently, depending on conditions. However, traditional IP-based networks
have four main limitations in disaster scenarios:
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o Fixed routing breaks easily: IP routing requires stable paths and routing tables, which fail when nodes move or
break during disasters [3].

e Poor mobility support: Moving nodes must restart TCP sessions, causing connection disruptions in mobile
environments like MANETS.

o Location-dependent access: 1P requires knowing the exact data source location. When a server fails, users cannot
access the same content from alternative sources.

o Limited path usage: 1P networks can only use a few paths simultaneously.

During data transmission, if a router has a problem, the session that is already running will be interrupted. This means
that the network cannot use redundant or heterogeneous communication paths [4]. The purpose of NDN in establishing
an alternative to IP is to overcome the limits of existing content distribution methods and to facilitate content-centric
communications. According to Jacobson et al. [5, 6], DN aims to develop a more efficient architecture to accommodate
users' increasing needs for creating and consuming content. This is achieved by prioritizing content names based on
their purpose and source, allowing for independent content development from any location. By naming data rather than
hosts, NDN enables location-independent retrieval where consumers request content by name, and any network node
caching that content can respond, regardless of whether the original producer remains accessible. This feature becomes
critical when disaster damage isolates content sources, as cached copies at intermediate routers maintain information
availability through in-network caching [7]. NDN does not connect to data sources and does not track sessions, making
it suitable for highly mobile disaster response scenarios. NDN's stateful forwarding supports multipath transmission,
allowing routers to maintain packet states through Pending Interest Tables (PITs). This schema enables routers to
forward interest packets via multiple interfaces simultaneously, increasing delivery probability in unreliable networks,
content delivery efficiency, and reliability [7-9]. The latest implementation shows the dangers of NDN in a blackout
scenario. According to Tran & Kim [10], who used an NDN-based routing system in an edge computing infrastructure,
the time to network convergence was 1.8 seconds after node propagation, compared to 10.5 seconds for an IP-based
system using EIGRP routing.

Even though NDN offers numerous benefits, its forwarding process is dependent on an intelligent path selection
mechanism called adaptive forwarding. Adaptive forwarding dynamically selects the best next hop for each Interest
packet based on real-time factors, including network conditions, data availability, and interface performance. There are
several outgoing interfaces (faces) available, such as a high-reliability satellite link with a long delay, a low-delay
cellular/mobile link that can get congested, or an ad-hoc wireless path with varying quality. The forwarding strategy
must be able to choose the best interface for each interest. The goal of adaptive forwarding is to improve content delivery
by continuously monitoring the flow of interest and data packets, responding to network failures or congestion, and
distributing traffic evenly across multiple paths. This approach enables faster data retrieval, higher network efficiency,
and resilience compared to conventional static IP forwarding mechanisms [11].

Current adaptive forwarding strategies utilize immediate metrics: Adaptive Smoothed RTT-based Forwarding (ASF)
picks faces based on the most recent round-trip time measurements [12]. Stochastic Adaptive Forwarding (SAF) also
finds the best path for sending data packets by using probabilistic throughput estimation [13]. These methods can
respond to the current state of the network, but they cannot learn from past data. They do not realize that some faces
always fail during peak traffic times or that some network paths always recover after short outages. In disaster settings
with repeating patterns, such as infrastructure deteriorating over time, responders following established routes, and
frequent handoffs, reactive strategies continue to pursue paths that past evidence indicates will fail, wasting resources
and slowing down delivery.

Reinforcement learning, specifically Q-Learning, offers a shift from reactive to adaptive forwarding by accumulating
knowledge about face performance over time [14]. Q-Learning-based forwarding strategies in NDN maintain Q-tables
that map each state—action pair, typically representing a network prefix and a candidate forwarding face, to an expected
reward value. This schema enables nodes to make forwarding decisions based on experience rather than real-time
performance measurements. When an Interest packet succeeds or fails, the Q-value for that state—action pair updates,
gradually learning which interfaces perform best under changing conditions. This learning ability is important in
dynamic disaster environments where link quality and topology frequently change. Previous studies show Q-Learning
improves NDN forwarding efficiency and adaptability; however, its application to heterogeneous disaster
communication infrastructures remains limited [15].

However, implementing NDN-based disaster communication also presents several challenges. First, disaster
environments often suffer from limited bandwidth and unstable connectivity, so repeated Interest retransmissions or
inefficient routing can quickly consume network resources. Second, additional processing overhead, such as maintaining
tables for content names or caching decisions, must be justified by measurable gains in data delivery and delay reduction,
especially for resource-constrained IoT nodes. Third, the heterogeneous structure of disaster communication networks
can increase system complexity and needs further validation to guarantee scalability and timely response. Reinforcement
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learning methods, such as Q-Learning, can be proposed to enhance the adaptive forwarding mechanism in NDN. Q-
Learning is expected to improve reliability and also minimize redundant transmissions. Previous studies have shown its
potential for adaptive and context-aware forwarding in NDN as well as for data dissemination in NDN-based IoT
architectures within disaster environments [16].

This research proposes Q-Learning-based Adaptive Forwarding (QLAF), a forwarding strategy created for dynamic
and heterogeneous emergency communication networks operating over edge computing infrastructure. QLAF integrates
Q-Learning with the NDN forwarding plane, enabling routers to autonomously learn optimal face selection from each
observation while maintaining compatibility with existing NDN mobility mechanisms.

We try to answer three key research questions: (1) Under which network conditions does Q-Learning’s adaptive path
selection get performance gains that justify its computational cost compared to reactive forwarding schemes (2) How
does QLAF scale as network complexity increases, in terms of the number of faces, mobile producers, and hierarchical
edge depth (3) Can QLAF be integrated with the existing NDN-based disaster architectures by improving packet delivery
reliability without compromising infrastructure resilience.

QLAF is evaluated through emulation experiments using Mini-NDN with BRITE-generated 25-node topologies,
simulating disaster scenarios with varying network complexities (5—10 faces per router). In this research, we compare
QLAF with three existing algorithms: ASF (Adaptive Smoothed RTT-based Forwarding), Access (simple, lowest-cost
forwarding), and broadcast-based Self Learning, which use flood-and-learn mechanisms with fixed heuristics for prefix
derivation. A grid search with 432 parameter combinations identified the optimal QLAF configuration (a = 0.6, y =
0.001, € = 0.1), showing the extreme sensitivity of reinforcement learning to parameters in networking contexts. The
analytical model that we built indicates that QLAF has 1.11ms of computational overhead per 5-hop path, compared 3
to ASF's 30ms of per-router processing. However, experiment results show a latency overhead of 381ms, with 99.7%
of this overhead caused by path selection decisions that prefer reliable but slower routes over algorithm overhead. This
finding concludes that optimizing Q-table operations provides a benefit compared to designing a reward function that
influences forwarding behaviour.

QLAF achieves 99.91% packet delivery, outperforming ASF's 99.49%, Access's 99.81%, and Self Learning's 73.47%.
QLAF works best at moderate network complexity (7-9 faces), where ASF packet loses 1.3-1.5% and self-learning
packet loses 5-25%, while QLAF loses below 0.1%. This shows Q-Learning learns effective paths and avoids
problematic routes that ASF and self-learning cannot handle well. Self-Learning’s poor performance (26.53% average
loss, 67.04% at 10 faces) comes from its fixed k-shorter prefix rule, which cannot adapt to different naming patterns,
demonstrating the need for adaptive parameter optimization.

However, QLAF's reliability costs substantial latency: 447.6 ms average RTT versus ASF's 66.4 ms and Access's
44.3 ms, though much better than Self Learning's 1950.9 ms. When accounting for retransmissions (RTT/PDR), ASF
delivers 6.7 times faster than QLAF (66.7 ms vs. 448.0 ms), while QLAF delivers 5.9 times faster than Self Learning
(448.0 ms vs. 2655.6 ms). This positions QLAF as a middle-ground solution: more reliable than heuristic approaches
but slower than simple measurement-based strategies. QLAF's latency makes it unsuitable for applications requiring
sub-100ms response (voice/video calls). Additionally, QLAF requires 30,000-40,000 interest packets to converge before
achieving stable performance. It also performs poorly in static topologies, where frequent network changes lead to
unnecessary exploration overhead.

These results show that QLAF is a good solution for reliability-critical disaster communication with 400—500ms
latency tolerance, not a universal forwarding strategy. QLAF performs best in heterogeneous networks (7-9 interfaces)
with varying path quality, where learned preferences justify its implementation complexity and latency costs. The four-
strategy comparison (QLAF, ASF, Access, and Self Learning) provides insight: use ASF or Access for latency-sensitive
applications; use QLAF for reliability-critical messages tolerating moderate latency; and do not use unoptimized learning
approaches like Self Learning, which already failed at moderate network complexity.

The remainder of this paper is organized as follows: Section 2 reviews related research on emergency communication
network architecture, Named Data Networking forwarding strategies, and Reinforcement Learning (RL) applications in
networking, positioning QLAF within the broader research area. Section 3 describes the QLAF algorithm design,
including the multi-metric reward function formulation and Q-Learning implementation details; presents the disaster
network architecture used for evaluation with heterogeneous link types (terrestrial, cellular, and satellite); and formulates
the research problem addressing adaptive forwarding in dynamic disaster scenarios. Section 4 details the experimental
setup using MiniNDN with BRITE-generated 25-node topologies; shows the computational overhead model that
differentiates algorithmic costs from path selection effects; provides comprehensive performance results comparing
QLAF vs ASF, Access, and Self-Learning strategies across packet delivery ratio and latency metrics; creates systematic
parameter sensitivity analysis through grid search optimization; and provides complete mathematical traceability from
measured values to final performance metrics. Section 5 discusses the implications of findings for disaster
communication deployment, acknowledges limitations of the MiniNDN-based evaluation approach with quantitative
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predictions of expected real-world performance differences, and outlines directions for future research, including
hardware testbed validation and federated testbed integration. Section 6 concludes the research with a summary of key
contributions, practical recommendations for disaster communication network deployment, and a discussion on QLAF's
position as a reliability-critical forwarding strategy with defined applicability boundaries.

2- Related Work
2-1- Emergency Communication Network Architectures

In the disaster management field, efficiency and reliability of communication are very important. However, it is
known that conventional IP-based networks often show inefficiency in their functionality due to various infrastructure
problems, including power outages and an excess of network traffic [17-19]. A conventional communication network is
deficient in its ability to sustain connections and ensure reliable data transmission in dynamic and challenging scenarios
[20, 21]. This weakness comes from the focus of the conventional network on device-centric solutions.

To solve this issue, researchers have studied various emergency communication technologies, including satellite,
cellular networks, wireless mesh, ad-hoc networks, and Unmanned Aerial Vehicles (UAVs) [22]. Q-learning-based
multi-hop routing algorithms have been utilized for UAV-assisted communication, with the purpose of optimizing
energy usage, enhancing data transmission, and maintaining stable connections despite changes in the communication
network infrastructure. Also, IP-based architectures have several structural limitations because of their dependency on
existing infrastructure are unable to accommodate highly unstable connections [19]. It has been proven that these issues
often result in communication failure during critical situations when information sharing is most important.

2-2- Named Data Networking for Disaster Response

NDN has emerged as a data-centric solution solving issues caused by emergency communication in disasters [19]. It
has been demonstrated that these applications prove the importance of Q-learning in addressing communication
challenges, from enhancing NDN forwarding to optimizing resource allocation in complex infrastructures [19]. NDN
has advantages in its ability to identify and retrieve data by name, an ability that contrasts with the existing IP systems,
which rely on device addresses. This shows that content access is differentiated from its physical location [23].

The adoption of this scheme in communication network architecture gives several benefits regarding disaster
response: NDN facilitates communication without the need for full connectivity, uses data storage within the network,
and automatically ensures data security [19, 24].

Additionally, NDN has been proven to enable the rapid restoration of network functionality after disasters due to its
capacity for data retrieval from diverse copies or temporary storage locations, even in scenarios where the network has
been split into multiple sections [23]. The resiliency of NDN is attributed to its ability to access content from any source
and utilize multiple routes [25].

As mentioned in Aboud et al. [26], how NDN forwards packets affects network performance and reliability when
conditions change rapidly. Traditional NDN forwarding strategies use fixed rules from routing protocols, which cannot
easily adapt when the network changes. This lack of flexibility can cause several problems: network congestion, slower
data delivery, and poor path selection. These issues become especially serious in disaster communication scenarios [27].

To solve these problems, researchers have proposed several adaptive forwarding strategies. These methods adjust
forwarding decisions based on current network conditions to improve performance. Some schemas send interest packets
randomly to avoid link failures and congestion. Adaptive Multi-Path Interest Forwarding distributes traffic across
multiple paths, which improves data throughput and reduces delivery time [23]. In mobile networks, strategies like
Content Connectivity Forwarding and Location-Aware Forwarding use information about content location and node
position to make forwarding decisions automatically. These approaches work well in disaster scenarios where network
infrastructure is limited or damaged [25].

Recent advances in RL have improved network adaptability and reliability. Q-learning, a model-free RL method, has
become an important approach for developing intelligent forwarding and routing strategies in dynamic networks [28-
30]. Q-learning allows network devices to learn autonomously by interacting with the environment and receiving
feedback rewards. This autonomous learning makes Q-learning suitable for networks that frequently face unexpected
failures or topology changes [31, 32]. Q-learning has been integrated into drone-assisted networks to improve multi-hop
routing efficiency in terms of energy consumption and data transmission speed. Deep Q-Learning has also been studied
in Software-Defined Networks (SDNs) and data centers to reduce delay and optimize link utilization [33, 34].

Despite these achievements, research gaps remain. Most Q-learning and RL-based forwarding algorithms focus on
optimizing single performance metrics, such as throughput or latency. Research that explores multiple interrelated
performance metrics simultaneously is limited. Therefore, there is a need to develop Q-learning-based adaptive
forwarding strategies that can improve communication quality in disaster scenarios.
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3- System Model and Problem Formulation
3-1- QLAF Algorithm Design

In this section, we explain the methodology for developing and evaluating QLAF. The methodology includes
algorithm design, Q-Learning implementation, and simulation to validate performance. This process tries to identify key
performance metrics: packet delivery ratio, latency, and adaptability to network topology changes. This methodology
supports the structured development of QLAF, ensuring that each component is tested to achieve optimal performance
in dynamic NDN environments.

Figure 1 shows the workflow of the proposed forwarding strategy, which integrates Q-Learning-based decision-
making. The design consists of two main components: next-hop selection and state updating. Each forwarding decision
uses Q-values that are continuously updated based on network feedback, including RTT, throughput, and failure events
such as timeouts or NACKs. Using the epsilon-greedy mechanism with decay and adaptive reset, the algorithm strikes
a balance between exploring new paths and exploiting the best-performing routes to achieve efficient and reliable content
delivery. The algorithm adapts to changes in network quality, such as increased delay or packet loss on specific paths.
Punishment is applied progressively when timeouts occur repeatedly, while a recovery bonus is given when previously
failing paths regain stability. This adaptive mechanism is expected to improve data delivery reliability, accelerate
convergence of the forwarding strategy, and reduce overhead from poor path selection [30].

Recent research on NDN forwarding techniques has shown the importance of using historical measurements and
probabilistic decision-making for path selection. Adaptive Smoothed RTT Forwarding (ASF) [35] and Stochastic
Adaptive Forwarding (SAF) [36]. Use the past measurements and probabilistic decisions to select paths. However, these
methods are limited in balancing exploration and exploitation when network parameters change rapidly. Reinforcement
learning-based solutions, such as Q-Learning Forwarding Strategy (QRF) [37] and its variants [32], have shown potential
in overcoming this problem. However, the implementations often focus on static scenarios or simplified performance
metrics.

QLAF (Q-Learning based Adaptive Forwarding) Algorithm Flowchart
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Figure 1. Disaster Communication Network Topology

Our approach improves existing methods by integrating Q-learning with adaptive reward and punishment
mechanisms and an exploration-exploitation control policy. The main contribution of this research is its ability to self-
adjust in dynamic environments, penalize persistent failures, and reward recovery. This aligns with the research direction
of self-learning and autonomous networking [38]. Implementing Q-Learning in the forwarding strategy shows a
significant advancement in addressing reliability, scalability, and adaptability challenges in next-generation NDN
architectures.
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Reward Convergence Analysis

Figure 2 shows QLAF's reward convergence under dynamic network conditions using moving average reward (300-
second window) combined with EMA (a¢=0.02) for three configurations (6, 8, and 10 available faces). All configurations
show rapid reward growth from around 1.0 to 4.0, indicating fast learning of effective forwarding decisions. The 10-
face, 8-face, and 6-face configurations reach rewards of around 4.2, 4.3, and 4.0, respectively, demonstrating QLAF
effectively exploits available paths under stable conditions.

Rewards drop sharply to around 0.8-1.0 at 120 seconds across all configurations due to simulated network
degradation (link failure). This indicates QLAF's reward function accurately reflects degraded conditions through
decreased throughput, increased RTT, and higher PER.

QLAF shows adaptive learning as rewards gradually increase. The algorithm explores alternative paths and updates
Q-values based on new network state observations. Recovery shows oscillating patterns as e-greedy exploration (¢=0.1)
samples different faces while exploiting learned knowledge. The 8-face configuration shows strong recovery, indicating
moderate path diversity balances exploration and decision complexity well (see Table 1).

Table 1. Notation Table Contents (organized by category)

Symbol Definition Unit Value/Range

Q-Learning Parameters

A Learning rate controlling Q-value update magnitude dimensionless 0.6
r Discount factor for future reward weighting dimensionless 0.001
E Exploration probability in e-greedy policy dimensionless 0.1

Reward Function Weights

w_tp Throughput weight in multi-metric reward dimensionless 0.5
w_rtt RTT weight in multi-metric reward dimensionless 0.3
w_jitter Jitter weight in multi-metric reward dimensionless 0.2

Reward Components

R Combined reward value dimensionless [-10, 10]
s tp Throughput score (normalized) dimensionless [0, 1]
s _rtt RTT score (normalized) dimensionless [0, 1]
s _jitter Jitter score (normalized) dimensionless [0, 1]

Normalization Thresholds

O tp Throughput normalization constant bytes/s 500,000
© rtt Target RTT threshold ms 80
® jitter Jitter tolerance threshold ms 20

Q-Learning State-Action

Q(s,a) Q-value for state-action pair dimensionless [-o0, +00]
S State (content prefix namespace) string -
A Action (face index for forwarding) integer [0, n_faces-1]

Performance Metrics

RTT Round-trip time ms [10, 800]
o_rtt RTT jitter (instantaneous deviation) ms [0, 100]
Throughput Data transmission rate bytes/ms [100, 10000]
PDR Packet delivery ratio percentage [0, 100]

Computational Overhead

T base Base NFD processing time us 15.0
T comp Computational overhead (algorithm only) us [0, 300]
T_path Path-induced latency ms [0, 500]
T_qlaf Total QLAF per-packet overhead us 252.3
T asf ASF per-packet overhead us 30.1
n_faces Number of available forwarding faces count [5,10]
L _hop Path length in network hops count [3,7]
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After about 400 seconds, all configurations reach stable reward levels (2.5-4.0) with fluctuations expected from
continuous exploration (¢=0.1 = 10% random decisions). The 10-face configuration shows the highest variance due to a
larger action space; the 6-face shows more stability but slightly lower rewards. Post-disruption rewards (3.0-4.0) don't
fully recover to pre-disruption levels, showing persistent network degradation and QLAF's adaptation.
Convergence Comparison
4.0 s M

3.5

3.01

Reward
N
w

2.0

1.51

1.04

0 100 200 300 400 500 600
Time (s)

Figure 2. Reward Convergence Comparison

The pattern shows QLAF's adaptation ability in dynamic disaster scenarios. QLAF autonomously detects
performance degradation through negative rewards and adjusts forwarding probabilities via its reinforcement learning
approach. The reward function combining throughput, RTT, and jitter enables distinguishing reliable from unreliable
paths. QLAF's multi-metric reward function addresses simultaneous optimization of conflicting performance objectives
through explicit weight-based prioritization. The weighted reward functionr=w _tp-s tp+w _rtt-s rtt+w_jitter-s_jitter
with weights (w_tp=0.5, w_rtt=0.3, w_jitter=0.2) implements explicit prioritization. The 50% throughput weight
prioritizes data delivery, while the combined 50% weight on latency metrics (30% RTT + 20% jitter) ensures balanced
consideration. Moving from Configuration 3—2 trades 268ms for 1.11 percentage points PDR (0.0041 pp/ms
efficiency). The low y=0.001 appears appropriate, prioritizing immediate rewards over future values, potentially
enabling faster adaptation than conventional RL (y=0.9-0.99), though direct comparison needs additional experiments.
Traditional RL involves sequential decisions where current actions significantly impact future states. NDN forwarding
decisions are largely independent, selecting face for packet N minimally impacts optimal face for packet N+1 unless
topology changes occur (rare at <ls timescales). With y=0.9, Q-Learning would incorporate rewards from hypothetical
future decisions weighted at 90% importance. However, network conditions change between packets, where RTT
variance is measured in jitter, this condition making future reward predictions unreliable.

Disaster scenarios demand fast adaptation. Higher y slows convergence by distributing reward credit across many
time steps. With y=0.001, Q-values primarily reflect immediate forwarding outcomes, enabling convergence within 180
seconds (Figure 1).

NDN forwarding involves a limited action space (5-10 faces) and relatively stable state transitions. This differs from
large state spaces in gaming/robotics, where future planning is essential. Low y suffices because in forwarding means
considering next 1-2 hops, not extended sequences.

For forwarding, where immediate feedback such as: RTT, throughput, and jitter are directly observable and highly
informative, immediate reward r should dominate updates. Then, y=0.001 is optimal because NDN forwarding is a
myopic decision problem where immediate feedback is maximally informative. All configurations converge to stable
policies, confirming QLAF scales across network complexities. Similar final rewards (2.5-4.0) despite different face
counts indicate the algorithm identifies best paths regardless of action space size. This supports the hyperparameter
configuration (0=0.6, y=0.001, £€=0.1) from grid search over 432 combinations, enabling consistent performance across
varying conditions.

3-2- Disaster Network Architecture

The architecture proposed in this study reflects the condition of the disaster situation as explained in the previous
part. It serves as the foundation for evaluating the Q-Learning-based Adaptive Forwarding (QLAF) strategy in
heterogeneous network environments.
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Figure 3 shows the disaster communication network architecture for implementing and evaluating QLAF. The
network consists of seven nodes: five routers (R1-R5), one consumer node (C) representing the field responder, and one
producer node (P) representing the command center.

Communication links are divided into three types with distinct latency characteristics: terrestrial (10—50 ms), cellular
(100-200 ms), and satellite (500-800 ms). To simulate disaster degradation, a link failure between R2 and R4 represents
lost infrastructure connectivity.

QLAF enables each router to learn optimal forwarding behavior based on experience rather than fixed metrics. By
continuously observing network feedback, QLAF autonomously avoids failed or unstable links, prefers mid-latency
reliable routes, and activates higher-latency paths only when necessary, maintaining data delivery reliability under severe
and changing network conditions.

Figure 3 demonstrates how QLAF uses learning-based forwarding to dynamically balance latency, reliability, and
availability across terrestrial, cellular, and satellite domains, ensuring continuous communication during emergency
response operations.
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Figure 3. Disaster Communication Network Topology

3-3- Problem Statement

Although various technologies: satellite, cellular, mesh, and UAV networks, have been developed to improve
communication availability, these approaches still rely on location-based routing and addressing mechanisms that cannot
ensure content accessibility when data sources become isolated.

NDN introduces a data-centric paradigm designed to improve communication reliability under disaster conditions
through in-network caching, multipath forwarding, and data-plane retransmission mechanisms. However, NDN
effectiveness depends mainly on its forwarding strategy, which controls the selection of the optimal interface for
forwarding Interest packets. Conventional strategies such as Best-Route and Adaptive Smoothed RTT-based Forwarding
(ASF) rely on reactive local heuristics, while Self-Learning Forwarding often causes excessive flooding and significant
overhead due to repeated path exploration.

The central research problem lies in designing a forwarding strategy that can: Adapt dynamically to changing
network conditions without relying on control-plane routing mechanisms; Optimize the trade-off between reliability
(measured by Packet Delivery Ratio) and latency in highly dynamic disaster environments; and use historical
performance patterns to enable more efficient and convergent interface selection. To address these challenges, this study
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proposes the Q-Learning-based Adaptive Forwarding (QLAF) strategy, a reinforcement learning-driven mechanism that
operates entirely within the data plane. The algorithm enables routers to update Q-values adaptively based on RTT
measurements and data delivery ratio, directing packets through the most reliable paths without requiring global
topology information.

3-4- Comparison with Related Reinforcement Learning-Based Forwarding Strategies

To contextualize the contributions of QLAF within the broader landscape of reinforcement learning-based
forwarding strategies in Named Data Networking, this section provides a comprehensive comparison with six
representative approaches: SAF-DRL [39], AFSndn [40], IFS-QLSTM [41], DQN-AF [32], IFS-RL [30], and QRF [37].
These strategies represent the evolution of RL-based adaptive forwarding in NDN, ranging from traditional Q-learning
implementations to deep reinforcement learning approaches. The comparison examines algorithmic characteristics,
state-action representations, performance metrics, and practical implementation considerations.

3-4-1- Algorithmic and Architectural Comparison

Table 2 presents a comparative overview of the algorithmic foundations and design choices across the studied
forwarding strategies. The approaches can be categorized into three main groups: traditional Q-learning methods
(QLAF, AFSndn, QRF), hybrid learning approaches (IFS-QLSTM), and deep reinforcement learning methods (SAF-
DRL, DQN-AF, IFS-RL).

Table 2. Comparison of RL-Based Forwarding Strategies: Algorithmic Characteristics.

Strategy Algorithm State Representation Action Space Reward Function Simulator NDN Modification

Available faces per Multi-metric: throughput (0.5),

QLAF (Proposed) Q-Learning Interest name prefix FIB entry RTT (0.3), jitter (0.2) MiniNDN  FIB modification
TD3 Forwarding probability . R i

SAF-DRL [39] (Twin Delayed DDPG) Throughput, delay, error rate per face Delivery rate optimization ndnSIM Probability tables

AFSndn [40] Q-Learning + heuristic Delay-based metrics Interface selection Delay minimization ndnSIM FIB modification

IFS-QLSTM [41]  Q-Learning + LSTM PIT entry rate (predicted) Congested path avoidance Congestion-based penalty ndnSIM Data packet mod.

DQN-AF [32] Deep Q-Network Success rate, face availability ~ Face selection via DQN Success/timeout based ndnSIM None
IFS-RL [30] Actor-Critic Historical RTTs, usage counts Face + learning granularity RTT-based ndnSIM  Interest packet mod.
QRF [37] Q-Learning PIT fullness rate Face selection PIT-based congestion ndnSIM None

QLAF distinguishes itself through several design choices. First, unlike SAF-DRL and DQN-AF that employ deep
neural networks, QLAF uses traditional Q-learning with Interest name prefixes as state identifiers. This design trades
the representational power of deep learning for reduced computational overhead (252us per router versus the multi-
millisecond inference times typical of neural network-based approaches). Second, QLAF's multi-metric reward function
integrating throughput, RTT, and jitter contrasts with single-metric approaches such as QRF (PIT fullness only) and
AFSndn (delay only), enabling more nuanced path quality assessment. Third, QLAF preserves NDN architectural
principles by avoiding packet modifications, unlike IFS-QLSTM and IFS-RL which require changes to Data and Interest
packets respectively.

3-4-2- State-Action Representation Analysis

The effectiveness of reinforcement learning in NDN forwarding depends critically on state representation design.
Table 3 compares the state-action characteristics and their implications for learning performance and scalability.

Table 3. State-Action Representation Comparison and Trade-offs

Strategy State Variables Advantages Limitations Q-Table Size

Direct content-name mapping; preserves String hashing overhead (18us); memory

QLAF Interest name prefix string (avg. 70 chars) NDN semantics growth with content diversity

Dynamic
Comprehensive network view; handles high- Higher computational overhead; requires a

SAF-DRL Throughput, delay, error rate vectors dimensional FIB entries continuous state space

N/A (neural net)

Limited perspective; ignores throughput and

AFSndn Delay measurements per interface Simple and fast; low overhead 1 . Undetermined
0Ss metrics
IFS-QLSTM PIT entry rate (LSTM-predicted) Predlctlye Qongestlon detection; proactive LSTM computation overhead; training data Undetermined
path switching requirements
R e . May miss latency variations; neural network
DQN-AF Face success rate, availability Captures reliability; moderate complexity N/A (neural net)

inference cost

Temporal awareness: canonical input for

IFS-RL Historical RTT sequences, usage counts
topology changes

Large state space with many interfaces Bounded (max 48)

Congestion awareness; minimal overhead;

QRF PIT fullness percentage determined size

Local information only; no path quality history Determined
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3-4-3- Performance Metrics Comparison

Direct performance comparison across studies is challenging due to varying experimental setups, topologies, and
traffic patterns. Table 4 synthesizes reported performance improvements relative to baseline strategies in each study,
providing contextual benchmarks for evaluating QLAF's contributions.

Table 4. Performance Comparison: Reported Results from Each Study

Strategy Packet Delivery / Loss Latency / RTT Throughput Key Findings
QLAF 99A‘)Slz/lofilzaR n\lflsn 235:;)‘;409%, 447.2‘125r lfcvagd li"szA ;lfilms Not primary metric 1?clﬁ')aebriil(;}['yreliability at 7-9 faces; latency trade-off for
SAF-DRL [42] Ié?; ;z(s)sssﬁf;l? f{(;_l;(l;z > Lower deli;e?/l;/ism ;/[Ll;asn baselines Improved vs baselines TD3 handles overestimation; robust to link failures
AFSndn [40] Lower loss than MFC algorithm 32%cloonv;];;riilliyt(t)h§rll~‘%lzc; Not reported Heuristic accelerates convergence (cycle 13 vs 43)

0.16% loss (high cong.) vs.
ASF 14.7%, BR 18.8%

21.1% higher than BR in high
congestion

89.69 pkt/s vs BR 77.56
(15.6% improvement)

IFS-QLSTM [43] Stable under congestion LSTM predicts congestion; minimal loss under stress

DQN-AF [32] Similar to ASF (~0.07%) Faster adaptation to 4s link failures RMSprop optimizer outperforms Adam by 0.49-6.09%

IFS-RL [41] Best among tested strategies Not primary focus Highest among EPF and others Suboptimal load balance due to minimal RTT focus

Discovers time-moderate paths

QRF [27] Outperforms BR in congestion via exploration

Not reported No NDN modifications; reasonable Q-table size

3-4-4- Convergence and Scalability Analysis

Convergence behavior and scalability characteristics vary significantly across the compared strategies. AFSndn
demonstrates accelerated convergence through heuristic knowledge injection, reaching stable Q-values at cycle 13
compared to standard Q-learning's cycle 43 (70% reduction). The number of learning agents also affects convergence
speed: configurations with N=1, N=2, and N=6 agents converge at 12, 9, and 5 cycles respectively [27]. QLAF requires
approximately 30,000-40,000 Interest packets before achieving stable performance, which is longer than AFSndn but
provides more robust adaptation to heterogeneous disaster scenarios.

SAF-DRL exhibits consistent convergence behavior where all agents converge to approximately the same stable
value despite different initial learning speeds, demonstrating the stability of deep RL approaches in high-dimensional
state spaces [42]. IFS-RL addresses topology change scalability through canonical input/output formats supporting up
to 48 interfaces, with masking applied to the softmax output for available interfaces [30]. QRF employs dynamic
switching between exploration and exploitation modes based on packet count and Q-value divergence thresholds,
enabling real-time adaptation without predetermined convergence periods [37].

3-4-5- Implementation Complexity and Trade-offs

Table 5 summarizes the practical trade-offs between implementation complexity, performance, computational
overhead, and scalability across the compared strategies.

Table 5. Implementation Trade-off Analysis

Strategy Complexity Performance Overhead Scalability
QLAF (Q-table + rl\rflj)lctiiei;iteetric reward) Excellent PDR ((227?11:/)0)7 High latency Moderate (252ps/router) Good (stable across 5-10 faces)
SAF-DRL High (TD3 neural network) Excellent delivery; Low latency High (neural network inference) Good (handles large FIB)
AFSndn Moderate (Q-learning + heuristic) Good delay reduction Moderate (FIB modification) Moderate (undetermined Q-table)
IFS-QLSTM High (Q-learning + LSTM) Excellent under congestion High (LSTM computation) Moderate (LSTM training needs)
DQN-AF Moderate (2-layer MLP) Very good throughput Low-Moderate Good (no packet modifications)
IFS-RL Moderate (Actor-Critic) Very good throughput Low Good (bounded 48 interfaces)
QRF Low (basic Q-learning) Good congestion handling Very Low Excellent (determined Q-table)

3-4-6- Discussion and Positioning of QLAF

Comparative analysis reveals that QLAF occupies a distinct position in the landscape of RL-based NDN forwarding
strategies. While deep RL approaches (SAF-DRL, IFS-QLSTM, DQN-AF) generally achieve superior latency
performance through sophisticated neural network architectures, they incur higher computational overhead and
implementation complexity. Lightweight Q-learning approaches (QRF, basic AFSndn) offer simpler implementation
but may lack the adaptability needed for heterogeneous disaster scenarios.
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QLAF's key differentiator lies in its explicit optimization for reliability over latency, making it particularly suitable
for disaster communication scenarios where message delivery is more critical than real-time response. The multi-metric
reward function (throughput 50%, RTT 30%, jitter 20%) enables QLAF to make nuanced path quality assessments that
single-metric approaches cannot achieve. Furthermore, QLAF's preservation of NDN architectural principles through
zero packet modifications enhances deployment feasibility compared to approaches requiring protocol changes.

The counterintuitive optimal discount factor (y=0.001) discovered through QLAF's grid search contradicts standard
RL practice (y=0.9-0.99) but aligns with findings from IFS-RL and QRF that NDN forwarding benefits from myopic
learning prioritizing immediate rewards. This reflects the fundamental difference between NDN forwarding (single-hop
decisions with immediate observable outcomes) and traditional RL domains (long action sequences affecting distant
future states).

Future research directions emerging from this comparison include: (1) hybrid approaches combining QLAF's
reliability focus with the latency advantages of measurement-based strategies like ASF, (2) adaptive reward weight
adjustment based on application requirements, and (3) integration of predictive mechanisms similar to IFS-QLSTM's
LSTM component for proactive congestion avoidance while maintaining QLAF's architectural simplicity.

4- Performance Analysis and Parameter Sensitivity
4-1- Experimental Setup

We implemented QLAF in NFD and compared its performance with three other forwarding strategies: ASF
(Adaptive Smoothed RTT-based Forwarding), Access, and broadcast-based Self Learning. The experiments used the
MiniNDN emulator with a 25-node network topology generated by BRITE. We sent 120,000 Interest packets following
a Zipf distribution, which simulates realistic patterns where some content is requested more frequently than others.
Network complexity varied from 5 to 10 available interfaces per router, representing different levels of path diversity
that might exist in disaster scenarios.

The self-learning strategy, proposed by Shi et al. [42], uses broadcast-based forwarding. When the first Interest
packet is sent, it floods across the entire network. Routers observe where the Data packet comes from and create FIB
entries for future forwarding. This allows the network to operate without routing protocols and adapt when producers
move or network conditions change. However, Self Learning has two limitations. First, it uses a fixed rule (k-shorter
prefix approach) that removes the last k components from the Data name to create FIB entries. Second, unlike QLAF,
it does not use systematic parameter optimization through learning algorithms.

Before conducting the main experiments, we performed systematic hyperparameter optimization through grid search
for QLAF. Learning rate a and discount factor y were each tested across 12 candidate values: {0.001, 0.01, 0.1, 0.2,
0.3,04,0.5,0.6,0.7, 0.8, 0.9, 1.0}, while exploration rate € was tested at three values: {0.001, 0.01, 0.1}. This yielded
432 total parameter combinations. Based on evaluation metrics, including packet delivery ratio and convergence
stability, gamma equals 0.001, and.,y = 0.001, € = 0.1 demonstrated the most stable performance.

4-2- Computational Overhead Model

To analytically separate Q-Learning’s computational cost from network propagation delays, we developed a
processing latency model based on our NFD implementation. The total processing time at the router i for the forwarding
strategy S Decomposes into base NFD operations plus strategy-specific overhead:

L}grroc(i) = Lpase(D) + Litrat(i) (1)

where, Lpqs. (i) Represents baseline NFD processing, including FIB (Forwarding Information Base) lookup and PIT
(Pending Interest Table) management operations, standard to all strategies. The term L34, (i) denotes strategy-specific
decision-making overhead, which varies substantially across forwarding algorithms.

The access strategy requires minimal overhead, approximately 10—15 us per router, consisting solely of a simple FIB
lookup to identify the lowest-cost next hop. The ASF strategy introduces adaptive behavior by maintaining smoothed
RTT measurements per face. Its overhead grows linearly with face count:

L43F. = (5N; + 5)us )

where, N represents the number of available faces in the FIB entry, the coefficient 5 reflects per-face operations:
accessing SRTT (Smoothed Round-Trip Time) values requires 3us per face, comparing faces to select the minimum
SRTT takes 2us per face, and scheduling RTO (Retransmission TimeOut) adds a constant Sus. For typical disaster
scenarios with Ny = 5 faces, the ASF overhead approximates 30 us per router.
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QLAF involves substantially more complex operations, decomposed as:

LStL::; = Tor + Te T Tgec T Trew T+ Tupa 3)
where each component represents a distinct processing phase. Q-table lookup (7, = 29 us) uses Interest name strings,
averaging 70 characters, as state identifiers. Hash computation for string-based keys requires 18 us using std::hash.
Unordered _map access costs 8 s, including collision resolution, and retrieving the Q-value vector from the map entry
adds 3 us. Epsilon decay (z. = 17us) computes the exploration rate decreasing exponentially over time via
€(t) = €, - e~* where €,=0.1 is the initial exploration rate, A is the decay constant, and t is elapsed time. Epsilon-
greedy decision (T4, = 2.4us) generates a random number r ~ U(0,1) using Mersenne Twister (1.2us), compares r
with current € (0.4us), then either selects a random action or the maximum Q-value action, averaging 0.8us.

Reward computation (T,.,, = 95 us) dominates QLAF overhead due to the multi-metric evaluation. The reward
function combines throughput, RTT, and jitter scores:

R=10- (Wthr “Stnr + Wree - Spee + Wit - Sjit) “4)

where, Wip,=0.5, wp.;=0.3, w;;,=0.2 are weight parameters determining optimization priority. Each score component
requires the evaluation of an exponential function. Throughput score:

Sthr =1- e_T/Tscale (5)

where, T is observed throughput (bytes/ms) computed as the Data packet size divided by the smoothed RTT, and
Tsca1e=500,000 bytes/s is a normalization constant representing typical network capacity. This sigmoid-like function
maps throughput to the [0,1] range, approaching 1 for high throughput. Exponential computation costs 28us.

RTT score:
Srtt = e_SRTT/Rscale (6)

where, SRTT is the smoothed round-trip time measured in milliseconds, and R.4;,=80ms represents the target latency
threshold. Lower RTT yields higher scores approaching 1, while high RTT drives scores toward 0. Exponential
evaluation: 32us.

Jitter score:

Sjit — e—|ARTT|//scale (7)

where, ARTT = |RTT,q5; — SRTT| measures instantaneous RTT deviation from the smoothed value (jitter), and
Jscate=20ms is the jitter tolerance threshold. Stable paths with low jitter receive scores near 1. Computing absolute
difference (3us) plus exponential (32us) totals 35us. Summing weighted scores and scaling by 10 to produce a final
reward in [0,10] range adds 2us. Total reward computation: 28 + 32 + 35 + 2 = 97us, approximated as 95us.

Q-value update (7,4 = 8.5us) applies the standard Q-Learning Bellman equation:
Qs,a) « 1-a)Q(s,a) +a (R +ymaxQ(s’, a’)> ®)

where, Q(s, a) is the current Q-value for the state-action pair (s, a), @=0.6 is the learning rate controlling the update
magnitude, R is the observed reward from Equation 4, y=0.001 is the discount factor determining future reward
importance, and max,,Q(s’, a’) is the maximum Q-value over all actions in the next state s. Identifying the maximum
Q-value requires iterating through Q-table entries (3.5us for typical 5-10 actions), computing the temporal difference
R + ymax,, — Q(s,) which involves two multiplications and two additions (2us), scaling by the learning rate a (0.5us),
and writing the updated value back to the Q-table (2.5us). Total: 8.5us.

Accounting for CPU cache misses and memory access patterns in realistic deployment scenarios, total QLAF
overhead per router reaches approximately 252us (29 + 17 + 2.4 + 95 + 8.5 = 152us base plus 100us cache miss penalty).

For disaster scenarios with a typical path length H=5 hops, the cumulative computational overhead difference
between QLAF and ASF becomes:
ALy, = H x (L%48 — 1457 ) = 5 x (252 — 30) = 1.11 ms )

strat

This analytical model establishes a theoretical lower bound on QLAF’s computational cost attributable solely to
algorithm execution. However, as empirical results demonstrate, actual end-to-end latency differences can substantially
exceed this prediction if Q-Learning’s path selection decisions favor reliable but slower routes over fast but potentially
lossy paths.
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4-3- Experimental Results

Packet Delivery Performance: Table 6 presents measured packet loss percentages across all four strategies.

Table 6. Packet loss Comparison (%)

Faces QLAF ASF Access Self-Learning
5 0.06 0.00 0.00 -
6 0.24 0.01 0.01 24.57
7 0.07 1.37 0.00 5.23
8 0.06 0.05 0.00 11.31
9 0.06 1.53 1.06 24.51
10 0.06 0.10 1.04 67.04
Average 0.09 0.51 0.19 26.53

QLATF achieved a 99.91% average packet delivery ratio (0.09% loss), compared to ASF's 99.49% (0.51% loss),
Access's 99.81% (0.19% loss), and Self Learning’s 73.47% (26.53% loss). Self-Learning’s poor performance comes
from its k-shorter prefix approach, which is unable to adapt to varying application naming patterns. Without systematic
parameter optimization, Self Learning's flood-and-learn mechanism has two main problems: first, unnecessary flooding
when FIB prefixes are too specific, and second, incorrect forwarding when prefixes are too general.

When routers had seven interfaces, QLAF's 0.07% loss compared to ASF's 1.37% shows a 1.30 percentage point
improvement, while Self Learning had 5.23% loss. With nine interfaces, QLAF's 0.06% loss compared to ASF's 1.53%
shows a 1.47 percentage point improvement, while Self Learning's loss increased to 24.51%. Self-Learning’s increasing
losses at higher interface counts (reaching 67.04% at 10 interfaces) show the growing problems from using fixed prefix
rules without learning-based adaptation.

QLAF's Q-Learning mechanism solves Self Learning's fundamental limitations by learning effective forwarding
decisions from experience rather than using fixed rules. The reward function (Equation 4), which combines throughput,
RTT, and jitter values, allows QLAF to distinguish between reliable and unreliable paths and to avoid problematic
interfaces during changing network conditions through its learning-based schema. QLAF’s Q-Learning mechanism
addresses Self Learning’s fundamental limitations by learning effective forwarding decisions from experience rather
than relying on fixed heuristics. The reward function (4), which includes throughput, RTT, and jitter values, makes
QLAF able to distinguish between reliable and unreliable paths, avoiding problematic faces during transient network
conditions through its learning-based approach.

Round-Trip Time Performance: Table 7 presents measured latency across all strategies.

Table 7. Round-Trip Time (milliseconds)

Faces QLAF ASF Access Self-Learning
5 486.16 106.56 11.57 -
6 220.39 109.12 104.13 1414.25
7 491.77 40.75 16.31 1234.79
8 482.71 44.38 12.45 1461.47
9 508.22 47.48 52.55 2308.13
10 496.23 50.23 68.90 3335.76
Average 447.6 66.4 44.3 1950.9

QLAF's 447.6ms average RTT represents a fundamental reliability-responsiveness trade-off. The 381ms latency
overhead (447.6ms - 66.4ms) represents a design trade-off. For disaster applications with 400-500ms tolerance, QLAF's
0.42pp PDR improvement justifies the delay. For sub-100-ms requirements, ASF or Access remains more appropriate
despite lower reliability. However, Self Learning showed extremely high latency with 1950.9ms average RTT, reaching
3.3 seconds at 10 interfaces. Self-learning's high latency comes from repeated flooding caused by incorrect FIB prefix
granularity. When the prefix is too specific, for example, /A/B/C, when the producer actually serves /A/B, subsequent
Interest packets for other content under the same producer, such as /A/B/D, trigger unnecessary flooding across the entire
network.

This problem becomes worse as network complexity increases. With six interfaces, Self Learning's 1414ms RTT is
6.4 times higher than QLAF's latency. With 10 interfaces, this difference grows to 6.7 times (3336ms versus 496ms),
showing that Self Learning cannot handle complex networks. On the other hand, QLAF maintains relatively stable
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latency across different interface counts, with an average of 447ms and a range of 288ms, because the learning
mechanism prevents repeated flooding by adapting forwarding decisions based on observed network conditions.

4-4- Understanding QLAF’s Latency Overhead

The actual latency overhead of 381ms is 345 times higher than the predicted 1.11ms from our calculation model.
This huge gap cannot be explained by computational costs alone. The measured RTT consists of two main components:

RTTmeasured = Lcomp + Lpath (10)

where, Lcomp represents computational latency from algorithm process (approximately 1.11ms according to our
analytical model), and L4, represents path-induced latency resulting from forwarding decisions that select specific
network paths over others. Solving for path-induced components:

Lpath = RTTQLAF - RTTASF - Lcomp ~ 447.6 — 66.4 —1.11 = 380.1 ms (1 1)

This calculation reveals that 99.7% of QLAF's measured overhead stems from the paths that Q-Learning selects,
rather than the computational costs of the selection process itself.

Three mechanisms explain path-induced latency. First, exploration overhead persists even with a reduced € value of
0.1. Random face selection still applies to approximately 10% of forwarding decisions, or around 12,000 out of 120,000
Interests in our experiments. Exploration necessarily samples diverse paths, including occasionally high-latency backup
routes. In heterogeneous disaster networks that combine terrestrial links (with approximately 10-50ms RTT), cellular
connections (approximately 100—200ms), and satellite backhaul (approximately 500-600ms), random exploration
periodically selects the worst available paths. ASF's purely measurement-based approach, which exploits the lowest
SRTT face, avoids this overhead.

Second, QLAF’s multi-metric reward function (4) with weights w;,,=0.5, w;..=0.3, w;;;=0.2 explicitly prioritizes
throughput score over RTT score. When Q-Learning encounters a choice between a fast-but-lossy path (for example, a
congested terrestrial link dropping 5% packets with 40ms RTT) versus a slow-but-reliable path (for example, an
uncongested satellite link with 0% loss and 500ms RTT), the reward function’s throughput emphasis causes Q-values
to favor the reliable path. Over 120,000 Interests, this systematic bias toward reliability accumulates a substantial latency
penalty.

Third, QLAF maintains updated Q-values by sending some traffic to non-optimal interfaces, ensuring the algorithm
can detect if those paths improve or if the primary path becomes worse. ASF concentrates all traffic on the interface
with the lowest RTT at that moment. When that interface happens to be a fast path (for example, a 40ms terrestrial link),
ASF achieves very low latency. QLAF uses more careful exploration by occasionally sending traffic to alternative paths
(for example, a 500ms satellite backup), keeping Q-value estimates current for all available routes. This preparation for
potential failures increases average latency during stable network periods.

4-5- Comparative Analysis: Learning-Based vs Heuristic Approaches

Self-Learning and QLAF both learn from experience, but they work very differently. Self-Learning uses a simple
fixed rule: remove the last k parts from the content name to create forwarding entries. This same rule applies everywhere,
regardless of network conditions or how different applications name their content. Shi and Newberry recognized this
problem in their original paper. They proposed that content producers should announce their prefixes to the network,
but this makes the system more complex and requires producers to participate actively.

QLAF's Q-Learning solves this problem by learning which interface works best for each content prefix through
experience. The Bellman update formula (Equation 8) uses a very low discount factor (y = 0.001), meaning it focuses
on immediate results rather than trying to predict future outcomes. This approach worked well in our experiments with
different naming patterns and does not require producers to do anything special; it works with standard NDN operations.

However, QLAF's better reliability comes with a higher delay compared to simpler strategies. To fairly compare
strategies, we calculate expected delivery time, including packet retransmissions:

RTT
Texpected = PDR (12)

Computing expected delivery times: QLAF achieves ::;'961 = 448.0 ms, ASF achieves 06969':9 = 66.7 ms, Access
achieves 02221 = 44.4 ms, and Self Learning achieves ;9753[1'3 = 2655.6 ms. ASF delivers 6.7 times faster than QLAF,

accounting for retries, while QLAF delivers 5.9 times faster than Self Learning. This positions QLAF in the middle
ground, sacrificing latency for simpler measurement-based strategies but achieving substantially better reliability and
latency compared to naive learning approaches without systematic parameter optimization.
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4-6- Parameter Sensitivity and Design Implications

Grid search results show that reinforcement learning parameters are extremely sensitive in networking applications.
The optimal configuration (0=0.6, y=0.001, e=0.1) achieved 99.91% PDR, while Self Learning's built-in parameters (no
learning rate adjustment, no discount factor, fixed exploration through flooding, k=1 for prefix creation) produced only
73.47% PDR.

The optimal y=0.001 is surprisingly low and goes against standard RL practice, which typically recommends y=0.9—
0.99 for balancing immediate and future rewards. This reflects a fundamental difference between NDN forwarding and
traditional RL domains. In game playing or robotics, agents control long action sequences where current decisions affect
distant future states, justifying high discount factors for the accumulation of long-term rewards. NDN routers make
single-hop decisions where the next state, specifically whether the Data packet returns successfully, depends primarily
on the immediate next-hop quality rather than distant downstream routers beyond control. Network volatility resulting
from topology changes, link failures, and congestion fluctuations renders future reward estimation beyond immediate
hops unreliable, necessitating myopic learning that prioritizes observed immediate rewards.

Self-learning failure at higher face counts (67% loss at 10 faces) versus QLAF’s stability (0.06% loss at 10 faces)
demonstrates the benefit of adaptive parameter optimization in this scenario. Fixed heuristics, as tested in Shi et al. [42]
original work using 12-node networks fails to scale to moderate complexity (25 nodes, 10 faces) without learning-based
adaptation that incorporates systematic parameter search.

4-7- Mathematical Model Summary and Traceability

This subsection explains the origin of all mathematical formulas and their calculation in the performance analysis.
This makes it easy to verify calculations and understand how variables depend on each other. Figure 4 and Table 8 list
each formula with definitions, data sources, and calculation steps.

Variable Dependency Graph: From Measurement to Final Metrics
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Table 8 shows how we calculate the results step by step. There are six steps: (1) collect data from MiniNDN
experiments, (2) calculate rewards using Equations 4 to 7, (3) update Q-values using Equation 8, (4) measure processing
time using Equations 2 and 3, (5) separate computation delay from path delay using Equation 11, and (6) calculate final
performance using Equation 12. The results show that 99.7% of QLAF's delay comes from path selection, not from the
algorithm's processing time.
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Phase Input Process/Equation Output
Data packet timestamps MiniNDN experiments ~ RTT measured, SRTT, RTT last
Packet counts Loss calculation PDR
Measurement Data packet size + SRTT Throughput calculation T
FIB inspection Face enumeration N f
Topology analysis Path measurement H
T Equation 5 S_thr
SRTT Equation 6 S_rtt
Reward Computation
RTT _last, SRTT Equation 7 S_jit
S_thr, S_rtt, S_jit Equation 4 R
Learning R, Q(s,a), a, y Equation 8 Updated Q(s,a)
Code profiling Component timing t QL, 1t ¢, T _dec, T_rew, t_upd
Components Equation 3 L_strat"QLAF
Overhead Analysis
N_f Equation 2 L_strat*ASF
H, L_strat"QLAF, L_strat"ASF Equation 9 AL_oh
Performance Decomposition ~ RTT_QLAF, RTT_ASF, L_comp Equation 11 L_path
Final Metrics RTT, PDR Equation 12 T_expected

1) Parameter Sources Summary: Table 9 categorizes all parameters by their origin, distinguishing measured values,
design choices, and derived calculations.

Table 9. Parameter Source Categories

Category Parameters

Measured from Experiments RTTeasurea> SRTT, RT T4, Packet Loss %, Data packet size, Ny

Grid Search Results a=0.6,y=0.001, e=0.1

Design Choices Wi =0.5, w,,=0.3, w;;,=0.2, Reward scale factor = 10
Literature/Standards Tscaie=500,000 bytes/s, Rcq1.=80msS, J;q.=20ms

Code Profiling T =291, Te=171S, Taec=2.41S, Traw=9ISUS, Typa=8.5s
Topology Analysis H=5 hops (average path length)
Calculated/Derived Stnrs Srees Sjies Ry Q(S, @), Leomps Lpachs PDR, Texpectea

2) Calculation Example: To illustrate the complete computational flow, consider a specific example from experimental
data. To show how the calculations work, we use sample values from our experiments in Table 10.

Table 10. Sample Input Values

Parameter Symbol Value
Data packet size - 1024 bytes
Smoothed RTT SRTT 100 ms

Last RTT RTT last 110 ms
Number of faces N f S faces
Path length H 5 hops

Table 11 shows an example that demonstrates complete variable propagation from raw measurements through reward
computation, Q-Learning update, and overhead analysis, matching values reported in experimental results.
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Table 11. Step-by-Step Calculation Results

Step Calculation Equation Result
1 Throughput T=1024 bytes /0.1 s 10,240 bytes/s
2a Throughput score S_thr=1 - ¢"(-10240/500000) 0.0203
2b RTT score S _rtt=¢e”(-100/80) 0.2865
2¢c Jitter ARTT =110 - 100 10 ms
2d Jitter score S _jit=e”(-10/20) 0.6065
3 Reward R =10 x (0.5x0.0203 + 0.3x0.2865 + 0.2x0.6065) 2.18
4 Q-value update Q(s,a) = 0.4x5.0 + 0.6x(2.18 + 0.001x6.0) 3.31
Sa ASF overhead L _strat®ASF = (5%5 +5) 30 ps
5b QLAF overhead L_strat"QLAF =29+17+2.4+95+8.5 252 us
Sc Total overhead difference AL _oh=5 x (252 -30) 1.11 ms

The results show that QLAF delivers 99.91% of packets but takes longer 447.6ms compared to ASF's 66.4ms. This
slower speed is acceptable when losing messages is worse than delayed delivery, such as sending survivor locations or
resource requests. However, QLAF is not suitable for voice calls or videos that need fast response under 100ms. QLAF
works best with 7-9 network interfaces per router. With fewer interfaces, simpler strategies work just as well. With more
interfaces (10 faces), QLAF stays stable while Self-Learning fails badly 67.04% packet loss. The optimal discount factor
v=0.001 is much lower than typical RL settings y=0.9-0.99 because NDN routers make decisions one hop at a time and
cannot predict future network conditions. Before deployment, operators should prepare for the learning period (30,000-
40,000 packets) by pre-training Q-tables or using ASF initially. A practical approach is to route critical messages through
QLAF for reliability and routine messages through ASF for speed. Overall, QLAF is a specialized solution for disaster
networks needing high delivery rates, not a replacement for all forwarding strategies.

5- Conclusion and Future Research

This research proposes Q-Learning-based Adaptive Forwarding (QLAF) for NDN in disaster communication. QLAF
performs better than fixed rule-based methods by using adaptive Q-Learning and overcomes the scalability problems of
broadcast-based Self Learning. We developed a model to measure QLAF's computational overhead at 252 s per router
(1.11ms for 5-hop paths) compared to ASF's 30 us. However, experiments show a total latency overhead of 381 ms, with
99.7% caused by path selection rather than computation. We tested 432 parameter combinations and found the best
configuration: 0=0.6, y=0.001, €=0.1. The unusually low y=0.001 (compared to standard RL practice of y=0.9-0.99)
reflects how NDN forwarding works, network conditions beyond the immediate next hop are highly uncertain.

We tested QLAF using MiniNDN with a 25-node network and compared it against ASF (measurement-based),
Access, and Self Learning (heuristic-based). QLAF achieved 99.91% of packet delivery versus ASF's 99.49%, Access's
99.81%, and Self Learning's 73.47%. However, QLAF's average delay of 447.6ms versus ASF's 66.4ms (6.7 times
slower) makes it specialized for situations where reliability is critical. Self-Learning’s k-shorter prefix rule cannot adapt
to different naming patterns, causing major failures (67.04% loss at 10 interfaces). QLAF's learning-based adaptation
maintains stable performance (0.06% loss at 10 interfaces), showing that adaptive parameters work better than fixed
rules. QLAF improves packet delivery by 0.42 percentage points over ASF at 7-9 interfaces, where ASF loses 1.3-1.5%,
though with 381ms delay overhead (99.7% from path choices). QLAF's multi-metric reward function is specifically
designed for heterogeneous environments combining diverse link technologies. 5G that fast and steady, a Satellite that
can send more data but is slow to respond, and Mesh is reliable but has limited speed. QLAF learns optimal policies for
each link type through experience accumulation. For example, Q-Learning would converge to policies preferring 5G
links for latency-sensitive coordination messages while utilizing satellite links for bulk data transfers requiring high
throughput and reliability over responsiveness. This positions QLAF as a middle option: much more reliable than Self
Learning but slower than measurement-based strategies.

However, important limitations exist. MiniNDN simulation cannot capture all disaster communication
characteristics, including radio interference, infrastructure damage, and responder movement. QLAF needs much more
implementation complexity than measurement-based strategies. Q-table management, multi-metric reward calculation
(95 ps), epsilon decay scheduling, and Q-value updates are challenging for teams without machine learning experience,
especially when making parameters work across different network types and traffic patterns. The 38 1ms delay makes
QLAF unsuitable for delay-sensitive applications like voice and video calls that need under 100ms response times.
Finding optimal parameters requires testing hundreds of combinations, and implementation is more complex than
simpler approaches. Also, this study only tested a 25-node network. Real disaster networks can be much larger, with
hundreds of nodes spread across multiple clusters. Future work should test QLAF on larger networks and may need
methods to reduce Q-table memory usage as the network grows.
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QLAF's per-packet overhead consists of two operations: Q-value lookup and reward calculation. Q-value lookup
uses hash table indexing with O(1) time complexity. Reward calculation iterates over available faces with O(nfaces)
complexity. For typical disaster network routers with ngces=5-15, this represents constant-time operation.

Future research must address fundamental limitations. We found optimal parameters for one scenario, but whether
these work for different network sizes and traffic patterns is unknown and needs testing across multiple scenarios. The
381ms delay is the biggest problem that needs solving. Changing the reward function to favor delay over throughput
may reduce path-induced latency while keeping reliability benefits. Hybrid approaches using measurement-based
forwarding normally and switching to QLAF when detecting high packet loss could provide speed during regular
operation and reliability during disruptions. Each approach needs experimental validation, measuring actual delay-
reliability trade-offs rather than theoretical predictions. This work validates QLAF for moderate-scale disaster networks.
We recognize that real-world deployments often form natural clusters rather than large-unified topologies and extending
QLAF to heterogeneous 5G-satellite environments remains a non-trivial challenge for future exploration.
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